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Current Events

Microsoft Threat Intelligence blog

https://www.microsoft.com/en-us/security/blog/2025/02/13/storm-2372-conducts-device-code-phishing-campaign/


Phishing Lures

Microsoft Threat Intelligence blog

https://www.microsoft.com/en-us/security/blog/2025/02/13/storm-2372-conducts-device-code-phishing-campaign/


Post-Compromise

Microsoft Threat Intelligence blog

https://www.microsoft.com/en-us/security/blog/2025/02/13/storm-2372-conducts-device-code-phishing-campaign/


Attack
Authentication happens in Microsoft space
Trick users to log into apps and capture tokens 
Bypasses traditional phishing protections

MFA, phishing “resistant” auth
Abuses a legitimate authentication flow

No fancy malware, suspicious URL, or exploitation



Research

Volexity blog
Charlie Gardner, Steven Adair, Tom

Lancaster (2025)
The Art of the Device Code Phish 

Bobby Cooke (2021)

Detecting Malicious Device Code Phishing
Lina Lau (2022)

https://www.volexity.com/blog/2025/02/13/multiple-russian-threat-actors-targeting-microsoft-device-code-authentication/
https://0xboku.com/2021/07/12/ArtOfDeviceCodePhish.html
https://www.inversecos.com/2022/12/how-to-detect-malicious-oauth-device.html


History
Discovered by Dr. Nestori Syynimaa (@DrAzureAD)
New phishing technique: device code authentication

https://aadinternals.com/post/phishing/#new-phishing-technique-device-code-authentication


Purpose

https://datatracker.ietf.org/doc/html/rfc8628


Example



Legitimate Usage

Azure CLI

Az PowerShell



Device Code Flow

Microsoft identity platform and the OAuth 2.0 device authorization grant flow

https://learn.microsoft.com/en-us/entra/identity-platform/v2-oauth2-device-code


Verification URI

https://aka.ms/devicelogin 
https://microsoft.com/devicelogin 

https://login.microsoftonline.com/common/oauth2/deviceauth



Attack Demo



PRT Phish



Tokens



Primary Refresh Tokens
Primary Refresh Tokens are Single Sign On tokens
Unique to each device/user combination
Functions like a long-term ticket-granting ticket (TGT)

Valid for 14 days
Can be used to sign in to any application

any Entra connected website
Rather than per application



Attack Demo 2



New Microsoft-managed Policy
Block Device Code Flow 

Upcoming Changes

New Microsoft-managed policies to raise your identity security posture

https://techcommunity.microsoft.com/blog/microsoft-entra-blog/new-microsoft-managed-policies-to-raise-your-identity-security-posture/4286758


Detection
Authentication Protocol = Device Code
Interactive Sign-in Logs



Original transfer method = Device code flow
Interactive Sign-in Logs
Non-Interactive Sign-in Logs

Detection



Prevention
Conditional Access Policy

Block Device Code Flow



Tools
TokenTacticsV2

 https://github.com/f-bader/TokenTacticsV2
AADInternals

https://github.com/Gerenios/AADInternals
GraphRunner

https://github.com/dafthack/GraphRunner
ROADTools

https://github.com/dirkjanm/ROADtools



Resources
Storm-2372 conducts device code phishing campaign

https://www.microsoft.com/en-us/security/blog/2025/02/13/storm-2372-conducts-device-code-
phishing-campaign/

Multiple Russian Threat Actors Targeting Microsoft Device Code Authentication
https://www.volexity.com/blog/2025/02/13/multiple-russian-threat-actors-targeting-microsoft-
device-code-authentication/

Introducing a new phishing technique for compromising Office 365 accounts
https://aadinternals.com/post/phishing/#new-phishing-technique-device-code-authentication

Microsoft identity platform and the OAuth 2.0 device authorization grant flow
https://learn.microsoft.com/en-us/entra/identity-platform/v2-oauth2-device-code

New Microsoft-managed policies to raise your identity security posture
https://techcommunity.microsoft.com/blog/microsoft-entra-blog/new-microsoft-managed-
policies-to-raise-your-identity-security-posture/4286758



Resources
The Art of the Device Code Phish

https://0xboku.com/2021/07/12/ArtOfDeviceCodePhish.html
How to Detect Malicious OAuth Device Code Phishing

https://www.inversecos.com/2022/12/how-to-detect-malicious-oauth-device.html
Hacking Your Cloud: Tokens Edition 2.0

https://www.trustedsec.com/blog/hacking-your-cloud-tokens-edition-2-0
How to protect against Device Code Flow abuse and block the authentication flow

https://jeffreyappel.nl/how-to-protect-against-device-code-flow-abuse-storm-2372-attacks-and-
block-the-authentication-flow/

Dynamic Device Code Phishing
https://www.blackhillsinfosec.com/dynamic-device-code-phishing/

Detect Device Code Authentication Phishing
https://www.linkedin.com/pulse/detect-device-code-authentication-phishing-kloudynet-i0rpc/
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