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Problem

Florian Roth: @cyb3rops

https://x.com/cyb3rops/status/1914918203597242804


Cloud intrusions increased 136%
China based cloud intrusions up 40%
81% of intrusions were malware-free
Interactive intrusions increased 27%

Trend

Crowdstrike 2025 Threat Hunting Report

https://go.crowdstrike.com/rs/281-OBQ-266/images/Threat-Hunt-Report-2025.pdf


Time

Mandiant M-Trends 2025 Report

https://services.google.com/fh/files/misc/m-trends-2025-en.pdf


Proposal
Canary Tokens can provide
effective early alerting on

attacker post-compromise
activity in M365. 



Background



Deceive attackers using traps, lures, decoys
Provoke adversaries Post-Compromise

Goals:
Early Detection + Alerting
Intelligence Gathering
Frustration + Delay

Cyber Deception



Honeypots
Decoys designed to attract attackers 
Good source of threat intelligence
Log behavior



Canary Tokens
Discrete data elements

Credentials , API keys, Docs 
Function as tripwires 
Generate alerts when triggered



Traditional Usage
Incident Response
Hierarchy of Needs

Matt Swann 



Criteria
Attractive

High Fidelity

Non-Invasive

Native



Post-Compromise

Microsoft Threat Intelligence: Storm-2372

https://www.microsoft.com/en-us/security/blog/2025/02/13/storm-2372-conducts-device-code-phishing-campaign/


Espionage

Microsoft Threat Intelligence: Void
Blizzard

https://www.microsoft.com/en-us/security/blog/2025/05/27/new-russia-affiliated-actor-void-blizzard-targets-critical-sectors-for-espionage/
https://www.microsoft.com/en-us/security/blog/2025/05/27/new-russia-affiliated-actor-void-blizzard-targets-critical-sectors-for-espionage/


BEC

Microsoft Threat Intelligence: Cookie Theft To
BEC

https://www.microsoft.com/en-us/security/blog/2022/07/12/from-cookie-theft-to-bec-attackers-use-aitm-phishing-sites-as-entry-point-to-further-financial-fraud/
https://www.microsoft.com/en-us/security/blog/2022/07/12/from-cookie-theft-to-bec-attackers-use-aitm-phishing-sites-as-entry-point-to-further-financial-fraud/


Determination
Attackers want data!

Creds, Keys, Financial Info, RMM tools



Outlook Canary Design



Link inside email
Violates the criteria:

Notify users – Non-Invasive
Visible to users – High Fidelity
3  party tool – Nativerd

Extra steps for attackers!

Existing Approach



Solution

Soteria: Hidden Mailbox Folders

https://blog.soteria.io/hidden-mailbox-folders-in-microsoft-exchange-office-365-75f308caebc3


Search



Monitor
MailItemsAccessed
(MIA) operation
Unified Audit Log 



1.Create hidden folder
2.Send an email with keywords
3.Move email to hidden folder
4.Monitor MIA events
5.Alert when email is accessed

Process



Results



Less than 50 employees
Mix of engineers/sales
Cloud-native
Subset of users
2 different groups 
4 week trial each

Testing



Results
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Initial Deployment

Residual
Suspicious?



Conclusion



Criteria - Graded
Attractive Outlook

High Fidelity Almost!

Non-Invasive Hidden Folders

Native Unified Audit Log



Evolution

Florian Roth: @cyb3rops

https://x.com/cyb3rops/status/1914918203597242804


Questions?
Feel free to reach out!
Contact:
linkedin.com/in/odonnell-ryan/

Twitter/X: @odiesec

https://www.linkedin.com/in/odonnell-ryan
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