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Disclaimer
The opinions and content expressed are my own and do not reflect my
employer’s views. The content is based on my personal research and
experience. Mention of specific tools, technologies, or companies does not
imply endorsement by my employer. I do not assume any liability or
responsibility for any errors or omissions in the content or for any losses,
damages, or injuries resulting from the use of the information provided. The
information, opinions, and materials provided in this presentation are for
educational purposes only and should not be considered as professional
advice. My employer has no involvement in the creation, review, or
endorsement of the content in this presentation.
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Cybersecurity Reality

Florian Roth: @cyb3rops

https://x.com/cyb3rops/status/1914918203597242804


Cloud intrusions increased 136%
China based cloud intrusions up 40%
81% of intrusions were malware-free

Current Trends

Crowdstrike 2025 Threat Hunting Report

https://go.crowdstrike.com/rs/281-OBQ-266/images/Threat-Hunt-Report-2025.pdf
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Proposal
Canary Tokens can provide
effective early alerting on
attacker post-compromise

activity. 



Background



Deception
Honeypots 

Decoy systems
 Log behavior

Canary Tokens
Discrete data elements
Function as tripwires 



How Are Breaches Discovered

Mandiant M-Trends
2025 Report

11

https://services.google.com/fh/files/misc/m-trends-2025-en.pdf
https://services.google.com/fh/files/misc/m-trends-2025-en.pdf


Dwell Time

Mandiant M-Trends 2025 Report

https://services.google.com/fh/files/misc/m-trends-2025-en.pdf


Deployment Strategies



Criteria

Attractive

High Fidelity

Non-Invasive



Post-Compromise

MSTIC: Storm-2372, Cookie Theft To BEC, Void Blizzard



Crown Jewels



Real-World Implementation



Existing Approach



Lure
Creds: username, password, admin
Finance: invoice, wire transfer, SWIFT
IT: API keys, root, tokens
RMM: anydesk, screenconnect
HR: payroll, W2, workday



Research

Soteria: Hidden Mailbox Folders

https://blog.soteria.io/hidden-mailbox-folders-in-microsoft-exchange-office-365-75f308caebc3


Search



Monitor
MailItemsAccessed operation, UAL 



1.Create hidden folder
2.Send an email with keywords
3.Move email to hidden folder
4.Monitor MIA events
5.Alert when email is accessed

Process



50 employees
Engineers/sales
Cloud-native
Outlook Canaries
Subset of users

Test in Production



Results
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Initial Deployment

Residual



Suspect

Time (Days)
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Suspect
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Terminated



Conclusion



Evolution

Florian Roth: @cyb3rops

https://x.com/cyb3rops/status/1914918203597242804


Questions?
Contact: in/odonnell-ryan/
Twitter/X: @odiesec

https://www.linkedin.com/in/odonnell-ryan
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