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11:47 PM

Day 12

2

Alert! Outlook Canary Access



Agenda

1.Problem

2.Build

3.Results
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whoami
Ryan O’Donnell
Senior Security Engineer @Microsoft
Pentesting, Purple Teaming, Red Teaming
OSCP, OSEP, GREM, GCFA
Disclaimer*
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Cybersecurity Reality

¹ CrowdStrike 2025 Threat Hunting Report  

“Attackers are bypassing the endpoint entirely…
operating purely in the cloud.”
– Florian Roth (@cyb3rops)

Increase in cloud intrusions 
136%
in 2025¹
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Proposal
Canary Tokens can provide
effective early alerting on
attacker post-compromise

activity in M365. 
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Dwell Time

16 day difference!

Mandiant M-Trends 2025 Report1 
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Post-Compromise

Storm-2372 conducts device code phishing campaign1

Real-world example of APT post-ex behavior

Search Export Exfil
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https://www.microsoft.com/en-us/security/blog/2025/02/13/storm-2372-conducts-device-code-phishing-campaign/
https://www.microsoft.com/en-us/security/blog/2025/02/13/storm-2372-conducts-device-code-phishing-campaign/


Real-World Implementation
Building a native Outlook Canary
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Existing Approach
Relies on links being clicked 
Alert on resource access, not interaction
Challenge: 

Remove the “link click” dependency
Utilize native telemetry
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Generate Lures

Topics Keywords Context
Creds

Finance

HR

[pass] [admin]

[invoice] [wire]

[payroll] [w-2]

Shared system

Payment

New employee

Craft email with known search terms of interest
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Research

Soteria: Hidden Mailbox Folders1

Deploy via Graph API1

15-min hide delay
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https://blog.soteria.io/hidden-mailbox-folders-in-microsoft-exchange-office-365-75f308caebc3


Hidden Folder, Still Searchable

GraphRunner: Graph API post-ex toolset1

Pilfering inbox via GraphRunner1
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https://github.com/dafthack/GraphRunner


Monitor for Access

14



Alert and Triage

Entra Linkable Identifiers1

1) Alert
MailItemsAccessed
operation (UAL)

2) Identify
AADSessionID
UniqueTokenId

3) Scope
UAL operations
Sign-in logs
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https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-track-linkable-identifiers
https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-track-linkable-identifiers


Overall Process
Create
Hidden
Folder

Plant
Lure
Email

Monitor
MIA

Events

Alert and
Triage

Graph
API/MAPI

HR, Creds,
Finance

Unified Audit
Log

Session ID
Pivot
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Detects Doesn’t Detect
Scope & Coverage

Canary item access
Search-driven mailbox
collection
Bind MIA Events

Exfil that never
accesses canary
Compliance eDiscovery 
Sync MIA events

Prerequisites
Unified Audit Log retention, Mailbox auditing enabled
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From Design to Deployment
Does it trigger in production?
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1 Real Incident

3 Canary Interactions

50 Outlook Canaries

2 Benign Alerts

3-month Duration

Production Pilot 1
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First Canary Trip
Day 0: Outlook

Canaries Deployed

Day 12: Outlook
Canary triggered

1 hour:
Investigation began

Day 10: Offboarding
initiated 
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Events by Week

0 5000 10000 15000 20000

Week 1

Week 2

Week 3

Week 4

Week 5

Number of Emails Accessed

1956

3972

6646

17281

4425

Notified
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Search Export Exfil

Canaries trigger on
collection behavior,
not identity 

Unexpected Win: Insider Risk
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Pilot 2: What We Tuned Out
payment
password
admin
root
credentials
api keys
payroll
SSN

Active Canaries
invoice
wire

Tuned Out
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What They Actually Searched

2 searches. Total.
invoice
wire
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Assumption was wrong:

The Lesson

Attackers don’t always behave
like pentesters.

Tuning is a bet. Sometimes you lose.
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Closing Summary
Key findings and results
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1.Canaries catch collection external OR
insider

2.Tuning is a bet. Sometimes you lose.
3.Native M365 telemetry can be enough

Takeaways
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Questions?
Contact: 
linkedin.com/in/odonnell-ryan

Feel free to reach out!
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